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EXECUTIVE SUMMARY

Technological advances can help reduce the
global death toll following extreme weather
events, despite the increase in frequency and
magnitude of such events and population
growth. For this reason, the Connecting Business
initiative (CBi), a programme supported by the
United Nations Office for the Coordination of
Humanitarian Affairs (OCHA) and the United
Nations Development Programme (UNDP),
partnered with the UNDP Istanbul International
Center for Private Sector in Development (ICPSD)
SDG Al Lab to better understand the role of
technology in disaster management and the role
of the private sector in spearheading the broader

The technologies in question include the following:

)
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3D
Printing

artificial
intelligence (Al)

cloud 5\Y communications
technology 5G networks and 5G

geographical

drones @ information
~—8 systems (GIS)

social

media

Contemporary disaster management is inherently
reliant on technology. This report explores private
sector engagement in depth, aiming to clarify
how better to integrate the private sector into

adoption of innovations that can save lives and
livelihoods.

This report aims to introduce and raise awareness
about key technologies for disaster management,
illustrate how they are most commonly used

and outline the main challenges and key
considerations associated with them. The hope

is that this will fuel advocacy around the use of
technology to foster resilience. Extensive study,
expert advice and real-world implementation

have shown these technologies to be essential
facilitators of catastrophe resilience that reduce
casualties, preserve livelihoods and improve
catastrophe preparedness, response and recovery.

augmented reality

and virtual reality blockchain
(AR/VR)
cyberphysical
crowdsourcing yberphy
systems
Internet of "? remote

Things (loT) E sensing

technology-fuelled disaster management. By

examining the factors affecting the inclusion of
technology and exploring the potential benéefits,
the report sheds light on how technology — and
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technology spearheaded by the private sector
in particular — can effectively enhance disaster
management practices.

The report begins by introducing key technologies
and use cases as well as challenges and
opportunities related to their implementation. The
next section homes in on the potential impact of
technology in disaster management, especially for
prediction and early warning systems. Case studies

showcase innovations from a range of companies
big and small to better illustrate their relevance.

However, as technology is mainstreamed in
disaster management, digital divides remain.
The greatest challenges to bridging these divides
include limited or difficult access to high-quality
data and a lack of technical expertise among
practitioners. Gender and digital literacy are also
important factors to address.

From observations in the field, the following recommendations for advancing technology-driven
private sector disaster preparedness, response, recovery and resilience were made:

A standardized assessment
framework for the digital maturity
of the private sector in each context
should be developed to ensure that
the digital maturity and readiness of
the private sector are assessed as
precisely as possible.

The resources needed for
technology-enhanced disaster
response must be made available
and accessible, possibly through
funding opportunities and
partnerships between the public,
private and academic sectors.

Humanitarian organizations need
to be incentivized and motivated to
incorporate new technologies into
their working practices, for example

by providing training sessions on the
importance of these technologies
and addressing financial risk by

The report contains examples from CBi Member
Networks in Mexico, the Philippines and Vanuatu
that showcase the power of business when

its resources are used to improve disaster
preparedness, response and recovery through a
collaborative framework.

The report and its findings inspired the
development of the Frontier Technology Radar

for Disaster Risk Reduction (FTR4DRR). The radar
systematically tracks frontier technologies as they

encouraging partnerships.

are developed and categorizes these solutions by
technology type, disaster/crisis type and maturity.

While there is still much to be done in the field of
technology for disaster management, we hope

this report will inspire and guide humanitarian and
development practitioners to better understand the
potential of partnering with the private sector—not
only as a source of funding but also as a source of
innovation and impact.


https://drrtechradar.org/#/
https://drrtechradar.org/#/
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Between 1960 and 2019, the number of natural
disasters has increased from an average of 39 to
396 per year (Institute for Economics and Peace,
2020). In the same period, the global population
has more than doubled, going from 3 billion to 8
billion (Coi, 2022). Despite these trends, deaths
from natural disasters have decreased annually
over the past century, falling from over one million
in the mid-1900s to an average of 60,000 in the
past decade (Ritchie, Rosado and Roser, 2021).
Two factors likely contributed to this positive
development: general advances in disaster
preparedness and response and the increased
use of technology in disaster management. Early
warning systems and artificial intelligence (Al)
have protected many people from disasters.
Drones and remote sensing reduce the time it
takes to find and rescue victims. Cloud storage
and crowdsourcing help humanitarian responders
receive information faster. This increase in
frontier technologies has shown the potential to
improve prevention measures, increase response
efficiency and speed up recovery. While natural
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hazards affect many people’s lives, it is often
man-made factors that determine how severe
their consequences are. Although technologies
have reduced many risks associated with natural
hazards, they come with their own risks and
challenges that must be considered before their
use is mainstreamed in disaster management
activities.

The private sector has access to resources that
can help humanitarian agencies implement the
aforementioned technologies while also benefiting
the private companies involved. By engaging in
this space, businesses can better prepare their
own approaches to disaster management and
support the communities in which they operate.
Furthermore, the private sector has an ethical
responsibility to strengthen local resilience and
ownership of technological disaster management
capacities. This report is intended to serve as

a practical guide to how the private sector can
support disaster management through technology
by identifying which frontier technologies are



commonly used in disaster management and
outlining their most common use cases.

The report uses the Connecting Business initiative
(CBi) as a model to discuss the use of technology
in disaster management in different country
contexts and for different types of disasters. CBi
is an initiative whose mandate is to engage the
private sector before, during, and after crises.
Operational and technical support are provided
by the United Nations Office for the Coordination
of Humanitarian Affairs (OCHA) and the United
Nations Development Programme (UNDP). CBi
operates in 16 countries and regions, with the
aim of including the private sector in disaster
responses with government support. CBi Member
Networks encompass the Caribbean, Cote
d’lvoire, Ecuador, Fiji, Haiti, Indonesia, Kenya,
Madagascar, Mexico, the Pacific Island States,
Peru, the Philippines, Sri Lanka, Tirkiye, Vanuatu
and Viet Nam. Since these networks are mostly in
developing countries with particularly vulnerable
populations, we will take this into account and
illustrate the risk and challenges technologies may
pose for these populations.

The report and its findings inspired the
development of the Frontier Technology Radar

for Disaster Risk Reduction (FTR4DRR), which
was officially launched in 2022. The FTR4DRR
systematically tracks frontier technologies as they
are developed so that technological solutions can
be categorized by technology type, disaster/crisis
type and maturity level. It is expected to encourage
knowledge- and experience-sharing among
development stakeholders on the use of frontier
technologies in disaster and conflict contexts. The
FTR4DRR highlights how technological solutions
could benefit those working in risk reduction,
response and recovery in disaster contexts. It
helps development stakeholders to navigate the
variety of existing and emerging technologies and
their possible use cases.
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LANDSCAPE ANALYSIS
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This section examines current technology that is likely to change through implementation
and development efforts. We attempt to assess the potential for technologies and how
they fit into the disaster management cycles of preparedness, response, recovery and

resilience.

11 TECHNOLOGIES IN FOCUS

This report primarily addresses frontier technology a comprehensive exploration of the following
(UNESCAP, 2018) and examines the gap between technologies and intended use cases:
technological knowledge and the implementation
of this. The technologies were chosen based

on strategic criteria: they need to have already
been successfully implemented in disaster
management, mutually support one another,

* 3D printing: enables tailored solutions for critical
needs in disaster-affected areas.

e Artificial intelligence (Al): improves disaster
response and humanitarian aid by extracting and

be among the most common available options, analysing critical data, predicting the severity of
and represent the diverse range of resources health crises and natural disaster risks, reuniting
now available. The ensuing section delves into refugees with their families, identifying at-risk
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areas, supporting asylum case management and
supporting peacebuilding and negotiations.

* Augmented reality and virtual reality (AR/
VR): improves disaster management and can
be used for education, disaster relief planning,
donation drives, information-sharing, virtual
social spaces for remote meetings, and to aid
search and rescue efforts with real-time data
and simulations, ultimately enhancing disaster
preparedness and response.

* Blockchain: increases transparency and
efficiency in response and recovery, and can
be used for supply chain management, donor
finance, cash programmes, crowdsourcing and
refugee digital IDs.

* Cloud technology: facilitates business continuity,
enhances the management, processing and
sharing of data, and creates efficient remote
work environments.

¢ Communications networks and 5G: used to
create localized networks for humanitarian
teams, data processing and innovative solutions
like THOR mobile and Starlink that guarantee
communication even in challenging conditions.

* Crowdsourcing: enables geotechnology
applications, crisis information gathering, digital
volunteering, communication and situational
awareness, making it a valuable resource for
fundraising, volunteer coordination, information-
sharing and disaster recovery efforts.

* Cyberphysical systems: improve the efficiency
of 3D printing and loT applications and enhance
disaster preparedness, mitigation and response
activities.

* Drones: provide timely, cost-effective information
for disaster planning, response and recovery
by creating comprehensive maps, assessing
damage, assisting in search and rescue missions
and delivering emergency supplies.

* Geographical information systems (GIS): used
to help map, monitor, evaluate and predict
disease outbreaks, identify disaster-prone
locations, simulate disaster spread, make
evacuation plans and assist reaction and
recovery.

* Internet of Things (IoT): provides early warning
systems, tracks personnel and resources during
response, and monitors disaster recovery. loT
integration improves disaster management by
providing data sets, situational awareness and
data exchange across enterprises.

* Remote sensing: used to track storms, predict
weather, forecast floods, assess vulnerability,
map the location and monitor the severity of
disasters and aid in damage assessment during
the recovery stage. Satellite images and infrared
sensors provide safe and effective remote data
collection for urban and rural locations.

Social media: X (previously Twitter) and
Facebook provide disaster alerts, emergency
communication and safety updates. Social
media promotes partnerships, linkages and
networks, promoting crowdsourcing and the
transmission of disaster-specific information.
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3D PRINTING

What is 3D printing?

3D printing, also known as additive manufacturing,
is a way of producing three-dimensional objects
from a digital model by depositing or joining layers
of a given material. There are various methods of
3D printing. Fused deposition modelling is when

a long plastic wire is melted down and deposited
in layers until the desired shape forms. Another
method, stereolithography, uses a special resin
that hardens when parts of it are exposed to an
ultraviolet laser. A final method, synthetic laser
sintering, works by fusing powdered materials
using a high-powered laser.

3D printing in disaster management:
Use cases

3D printing shows great potential in disaster
management because it is a bespoke service

that reduces the production time for parts while
requiring few resources, and has already been
used in disaster management settings. During the
Covid-19 pandemic, personal protective equipment
(PPE) was 3D-printed to respond to medical supply
shortages. Likewise, the company 14Trees has

Photo credit: Adobe Stock / Fotofabrika

found ways to build housing in 18 hours for less
than US$10,000 and has 3D-printed housing and
a school building in Malawi. Habitat for Humanity
was the first operation to 3D-print a house for a
homeless family in the United States, which it did
in only 28 hours, at a cost 15-20 per cent below
that of normal housing. Insight Surgery (previously
known as 3D Life Prints) provides prosthetics for
humanitarian response, and 3D printing has also
been used to create replica bombs to train bomb
disposal units.

It is often recommended that resource databases
be created for humanitarian settings. One such
example comes from Field Ready, a non-profit
offering a catalogue of models for power generator
parts, baby incubator parts and parts for clean
water systems.

3D printing in disaster management:
Challenges and opportunities

Despite the emergence of 3D printing as a low-cost
solution in disaster management, its use is still
limited by the need for materials, hardware and
technological knowledge. While these inputs can
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often be procured in large cities, they are harder to
access in less developed locations. Factors such
as time sensitivity and extensive infrastructure
damage heighten this challenge. The complexities
of 3D printing can be addressed through access
to free libraries of pre-made models of products.
An individual thus only requires nuanced expertise
when doing the modelling themselves. As Field
Ready has demonstrated, 3D printing can be used
to increase local capacity and build skills in local
communities. In the future, integrating 3D printing
projects throughout the UN could help mainstream
its use.

The level of maturity of 3D printing used in disaster
management has progressed significantly. All

the same, the most commonly used 3D printing
technology for producing Covid-19-related
products was fused filament fabrication, which
suggests that 3D printing is most often used to
make relatively simple products like PPE and face
shields.

Different forms of 3D printing technology need to
be developed, and the importance of investment

in the development of 3D printed products and a
production and regulatory framework also needs to
be acknowledged. To become a viable and credible
alternative in emergency response scenarios, 3D
printing for disaster management will likely require
ongoing development and standardization.

3D printing in disaster management:
Sources and further reading

* 14 Trees, www.14trees.com.

+ Fleming, S. (30 June 2021), “The affordable 3D-printed
home that could transform African urbanization”,
World Economic Forum blog, www.weforum.org/
agenda/2021/06/3d-printed-home-african-urbanization/.

+ Gahren, I. (8 May 2021), “How 3D printing is revolutionizing
disaster relief”, *tbd, www.tbd.community/en/a/how-3d-
printing-revolutionizing-disaster-relief.

+ Hashmi, S., Ferreira Batalha, G., Van Tyne, C.J, and Yilbas,
B.S. (2014), Comprehensive Materials Processing, Newnes.

+ Insight Surgery, https://www.insightsurgery.com/.

+ McPherson, P. (2016)., “How 3D printing can save lives”,
The New Humanitarian, www.thenewhumanitarian.org/
feature/2016/07/14/how-3d-printing-can-save-lives.

+ National, S. (27 December 2021), “Habitat for humanity

dedicates first 3d-printed home to US family”, The Denver
Channel, www.thedenverchannel.com/news/national
habitat-for-humanity-dedicates-first-3d-printed-home-to-us-

family.

- Radfar, P, Bazaz, S.R., Mirakhorli, F., and Warkiani, M.E.

(2021), “The role of 3D printing in the fight against Covid-19
outbreak”, Journal of 3D Printing in Medicine, Vol. 5(1), pp.

51-60, doi.org/10.2217/3dp-2020-0028.
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What is Al?

Bellman (1978) defined Al as “The automation of
activities that we associate with human thinking,
activities such as decision-making, problem-
solving, learning”. Al can be subdivided into three
categories: artificial narrow intelligence (ANI),
artificial general intelligence (AGI) and artificial
super intelligence (ASI).

Both AGI and ASI refer to the future state of what
people expect Al to become: machines that can
perform any intellectual human task or even solve
seemingly unsolvable problems. ANI fits current
standards of Al: technology programmed to
achieve one specific purpose or task.

ANI gave rise to the subfield of machine learning
(ML)—AI developed to perform tasks through
learned experience. ML can be further divided into
supervised ML and unsupervised ML. The former
uses labelled data (examples of what we want the
machine to recognize) to map inputs to outputs.
The second uses unlabelled data, which may look
like unlabelled or undescribed text or image, from
which a deep learning algorithm finds underlying
patterns with minimal human supervision. This
may be done through natural language processing

SN X
Photo credit: Adobe Stock / putilov_denis

(NLP), the process through which Al analyses
textual data, or computer vision, the process
through which Al analyses visual data (images and
videos).

Al is seamlessly integrated into diverse
technological domains. The following section lists
seven present-day applications of Al technology.

1. Automation: The use of Al technologies
with automation tools can expand the scope
and complexity of tasks that these tools
can perform. A notable example is robotic
process automation (RPA), a type of software
that automates routine, rules-based data
processing activities traditionally managed
by humans. When combined with ML and
emergent Al tools, RPA can automate larger
segments of tasks within an enterprise,
enabling strategic bots to integrate insights
from Al and adapt to procedural changes.

2. Machine learning: This discipline involves
empowering computers to act without
explicit programming. Deep learning, a
subset of machine learning, is conceptually
similar to the mechanization of predictive
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analytics. Machine learning encompasses
three main types of algorithms:

* Supervised learning: Data sets are labelled,
enabling the algorithm to detect patterns
that will then enable it to label new data
sets.

* Unsupervised learning: Data sets lack
labels and are sorted based on inherent
similarities or differences.

* Reinforcement learning: Although data
sets lack labels, the Al system receives
feedback after executing actions,
facilitating iterative learning.

3. Machine vision: This technology provides
machines with visual perception capabilities,
allowing them to analyse visual data using
cameras, analogue-to-digital conversion
and digital signal processing, and machine
vision. Unlike human sight, machine vision
is non-biological and can be programmed to
see through physical barriers, such as walls.
It is used in diverse applications, ranging
from signature authentication to medical
image interpretation. Machine vision is
occasionally confused with computer vision,
which is machine-based image processing.

4. Natural language processing (NLP): This
involves the computational processing
of human language. An archetypal use of
this technology is spam detection, which
evaluates email subject lines and text content
to determine whether they qualify as junk.
Modern approaches to NLP are grounded in
ML and include tasks such as text translation,
sentiment analysis and speech recognition.

5. Robotics: This branch of engineering focuses
on the design and manufacture of robots.
These mechanical entities are adept at
performing tasks that are tedious for humans
or require consistent performance. Robots
can be used in a wide range of scenarios,

from automobile assembly lines to the
movement of large objects in space, which
NASA is pioneering. The integration of ML
has enabled the development of robots
capable of interacting in social contexts.

6. Self-driving cars: Autonomous vehicles
use a combination of computer vision,
image recognition and deep learning to
acquire the skills necessary to pilot a vehicle
without a human driver. This includes
staying in designated lanes and avoiding
unforeseen obstacles, such as pedestrians.

7. Text, image, and audio generation:
Generative Al techniques create various
media formats based on text prompts and
are being used across industries. They
produce a wide range of content types,
ranging from photorealistic artwork to
email responses and screenplay drafts.

Al in disaster management: Use cases

Al can prove helpful in humanitarian settings.

For example, in a health crisis, Al can extract,
analyse and represent information about the
severity of certain health problems, hotspots,
potential solutions and misinformation. Microsoft
funds numerous projects that integrate Al with
humanitarian action. With support from Microsoft,
a group known as Seguro has made a chatbot that
uses Al to help victims of gender-based violence.
SEEDS India used Al to create a system that helps
predict the risk of natural disasters based on local
conditions, improving preparedness and creating
tailored response plans. The Turkish Red Crescent
Society has developed software to help reunite
Syrian refugees with their families, while the
Humanitarian OpenStreetMap Team has designed
tools to help identify high-risk areas and enable
quicker and more efficient responses to disasters.
Centro Legal has developed an Al tool to help
people, including refugees, with case management
for asylum status, including document translation
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and management. The Carter Center has devised
a tool that can help analyse data to facilitate
peacebuilding and help negotiation efforts. There
are many other examples.

When applied correctly, Al can improve response
times by navigating and processing real-time
information and aiding decision-making processes.
It can be used to effectively detect disasters before
they take place, from which comes a new range of
prevention and mitigation techniques.

Al in disaster management: Challenges
and opportunities

The use of Al in humanitarian settings raises many
of the same challenges that surround its use in
general. For example, biased Al can challenge a
“do no harm” framework, and the question of who
should take responsibility for Al decisions remains
unclear. In time-sensitive situations, there may also
be an over-reliance on Al outputs and a temptation
to interpret Al outputs as truth. To make matters
worse, most non-profits and NGOs lack the
experience to develop their own Al solutions, so
they have to hire outside experts. Non-profits

must compete with large corporations for the best
human talent. While NGOs are trying to hire more
people with expertise, they still lack the proper
oversight needed to integrate an Al specialist

into an organization effectively. Raising funds to
integrate Al is an expensive proposition for donors,
as such funds must cover not only hiring expertise,
but also maintaining the underlying infrastructure.
Another key challenge is sharing confidential
information in large language models such as
ChatGPT, and the implications of doing so.

Other drawbacks associated with Al technology
include:

* Cost: The implementation and maintenance of Al
systems can be financially demanding.

* Technical expertise: Operating Al technology
requires high levels of technical proficiency.

* Skilled workforce deficit: There is a scarcity of
professionals with the skills to build Al tools.

* Inherent biases: Al systems can inadvertently
perpetuate the biases present in their training
data when scaled up.

¢ Lack of generalization: Al's ability to generalize
learnings from one task to another can be
limited.

Al in disaster management: Sources and further
reading

+ Bringsjord, S., and Sundar Govindarajulu, N. (2018) “Artificial
intelligence”, Stanford Encyclopedia of Philosophy, plato.
stanford.edu/entries/artificial-intelligence/.

+ Centro Legal de la Raza, www.centrolegal.org.

+ Fernandez-Luque, L., and Imran, M. (2018), “Humanitarian
health computing using artificial intelligence and social
media: A narrative literature review”, International Journal
of Medical Informatics, Vol. 114, pp. 136—-142, doi.org/doi.
org/10.1016/j.ijmedinf.2018.01.015.

+ Hawas, M.A. (2017), “Are we intentionally limiting urban
planning and intelligence? A causal evaluative review
and methodical redirection for intelligence systems”,
IEEE Access, Vol. 5, pp. 13253-59, doi.org/10.1109/
ACCESS.2017.2725138.

+ Humanitarian OpenStreetMap, www.hotosm.org/.

- Liddy, Elizabeth (2001), “Natural language processing”,
Center for Natural Language Processing, surface.syr.edu/
cnlp/11.

- Maglogiannis, I.G. (2007), Emerging Artificial Intelligence
Applications in Computer Engineering: Real Word Al
Systems with Applications in EHealth, HCI, Information
Retrieval and Pervasive Technologies, I0S Press,
Amsterdam.

+ Microsoft, “Al for humanitarian action projects”, www.
microsoft.com/en-us/ai/ai-for-humanitarian-action-projects
?activetab=pivot1%3aprimaryr4.

+ Szeliski, R. (2010), Computer Vision: Algorithms and
Applications, Springer Science & Business Media, Berlin.

+ Toplic, L. (6 October 2020), “Al in the humanitarian sector”,
NetHope, nethope.org/articles/ai-in-the-humanitarian-

sector/.
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AUGMENTED REALITY
AND VIRTUAL REALITY

What are AR and VR?

AR is an interactive technology that seamlessly
blends digital elements with the physical world.

It is compatible with both mobile and desktop
devices. What makes AR unique is its ability to
overlay digital components onto the real world,
creating a dynamic interplay between the virtual
and the tangible. One example of AR that many
people are familiar with are filters on social media
apps like Snapchat and Instagram. These apps
take camera-generated footage and superimpose
digital modifications on it.

While AR combines the real and the digital, VR
creates immersive environments that are entirely
digital. This is most often achieved through a
headset that contains a screen that displays an
alternate environment that users interact with
through pivotal technologies like computer vision,
depth tracking and mapping. Cameras capture
real-time user data that is then processed so
that it can be seamlessly integrated with digital
elements. VR environments can be settings

for a game, recordings of a real location, or a
digital environment to make spending time with
other people online more relatable (e.g., a virtual
conference, such as those held during Covid-19).

Photo credit: Unsplash / Eddie Kopp

A prominent example of these technologies is the
metaverse, an evolving 3D-enabled digital realm
that leverages VR, AR and cutting-edge Internet
and semiconductor technologies. It aims to enable
individuals to participate in immersive personal
and business interactions online that are similar to
real-life experiences.

To realize the full potential of AR, specialized
devices are required. Smart glasses are often
used for this purpose, working in conjunction with
special software to deliver augmented data to the
user.

AR/VR in disaster management: Use
cases

There is great potential for AR/VR in humanitarian
settings. For example, the technology can be

used to improve education, as demonstrated by
UNICEF, which reported that VR proved useful for
classroom learning in Nigeria. Other applications
include educational simulations on disaster relief,
which can later help with post-crisis planning

and management. VR/AR has also been used for
fundraising and information-sharing: a 360-degree
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camera shot of a disaster setting or hospital can
be used to create an immersive experience to help
donors or partners better understand the situation
on the ground.

When meetings cannot be held in person, as was
the case during the Covid-19 pandemic, AR/VR
can create a virtual social space while respecting
physical social distancing. The US military uses
what is known as “tactical AR" to help soldiers in
the field learn about their surroundings, distinguish
friend from foe and gather personal information. In
a humanitarian context, tactical AR could improve
search and rescue efforts by providing rescuers
with critical information such as infrastructure
warnings and the location of trapped people.
Similar techniques are already being used to

help locate and rescue survivors in smoke-filled
environments. AR/VR can also be used in disaster
preparedness simulations to enable ground
responders to experience such events in a safe
and controlled environment. Research has also
shown that AR/VR technology can be used to
display optimal escape routes from a disaster zone
and to overlay disaster-related information using a
smartphone camera.

AR/VR in disaster management:
Challenges and opportunities

Some of the drawbacks of AR/VR include:
* high implementation costs

* suboptimal device performance with
AR applications

* shortfalls in safeguarding user privacy
* potential security breaches

AR/VR currently requires further development

to make it more reliable and able to be used for
longer periods. Until tactical AR is developed more,
its potential for wider adoption is limited. Although
AR/VR is currently being used in the humanitarian

sector, some of its greatest potential benefits are
still to come. For now, due to the cost and niche
nature of AR/VR, its main use in the humanitarian
sector is likely to be specialized simulation training
for humanitarian and development workers.

AR/VR in disaster management: Sources and
further reading

+ Abramovich, G. (18 July 2023), “5 innovative examples
of augmented reality in action”, Adobe Experience Cloud,
business.adobe.com/blog/perspectives/5-realworld-
examples-of-augmented-reality-innovation.

+ Luchetti, G., Mancini, A., Sturari, M., Frontoni, E., and
Zingaretti, P. (2017), “Whistland: An augmented reality
crowd-mapping system for civil protection and emergency
management”, ISPRS International Journal of Geo-
Information, Vol. 6(2), p. 41. doi.org/10.3390/ijgi6020041.

+ Mileva, G. (3 February 2021), “Augmented reality in
emergency management: enhancing situational awareness
for rescue missions”, AR Post, arpost.co/2021/02/03/
augmented-reality-emergency-management/.

+ UNICEF Venture Fund (7 February 2019), “Virtual reality in
the classroom: improving learning outcomes for Nigerian
children”, www.unicefventurefund.org/story/virtual-reality-
classroom-improving-learning-outcomes-nigerian-children.

- Vadomatski, S. (14 September 2021), “Augmented and
virtual reality after Covid-19”, Forbes, www.forbes.com/
sites/forbestechcouncil/2021/09/14/augmented-and-
virtual-reality-after-covid-19/.

+ William, L., Boo, I., and de Souza, R. (2018), “Embedding
mixed reality in humanitarian logistics gaming”, in 2018
|IEEE International Conference on Teaching, Assessment,
and Learning for Engineering (TALE), pp. 710-715, doi.

org/10.1109/TALE.2018.8615265.
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(&) BLOCKCHAIN

What is blockchain?

In essence, blockchain is a type of database. Each
entry in this database is known as a block, and
each has a unique identifier, a code generated
based on the data it contains. Consequently,
changing the data in a block also changes

this unique identifier. Every subsequent block
added to the chain includes a reference to the
previous block’s unique identifier. These internal
references prevent data in the blockchain from
being tampered with, as changing any one block
will invalidate the reference that the next block
attempts to point to, making it easy to discover
altered data.

To further prevent tampering, the blockchain is
shared among different people, each of whom
maintains an identical copy of the database
(referred to as a ‘ledger’). If someone were to alter
one block in the blockchain and then change all the
subsequent blocks, the chain would still need to

be validated by comparing it to the blockchain held
in other ledgers in the network. For a change to a
block to be validated, the chains in at least half of
the ledgers must also be changed.

Photo credit: Adobe Stock / Elenabsl

Many blockchain networks are open to anyone,
creating a decentralized way of tracking
information for various purposes. Monitoring
financial transactions is one example: blockchain
removes the need for a trusted middleman (such
as a bank) to handle people’s information and
money. Instead, transactions are handled directly
between individuals themselves.

Blockchain in disaster management: Use
cases

The main use case for blockchain in disaster
management settings is for response and
recovery. It can be used for supply chain
management, preproject donor funding processes,
cash programming, crowdfunding and to create
digital IDs for refugees. For example, a project
called Blocks for Transport was launched in
Ethiopia to speed up the process of receiving aid
trucks from Djibouti. This project allowed verified
government documents to be transferred between
parties much faster, cutting down on potential
corruption. UNICEF is currently supporting a
cryptocurrency fund to accept and process
crypto-based philanthropy and donations. UNDP
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Serbia is even using blockchain to help people
send remittances to their families, significantly
reducing the cost of transferring this money and
tracking its use. Another notable example comes
from the Vanuatu Business Resilience Council, a
CBi Member Network, which pioneered digital cash
for disaster relief in Vanuatu. UNDP Lebanon has a
blockchain platform for crowdfunding its projects.
One example of digital IDs is a UN Women and
WEFP project in Jordan, where digital resources

for refugees are stored on the blockchain, and
refugees can access their resources by scanning
their irises at WFP-managed grocery stores.

Blockchain in disaster management:
Challenges and opportunities

Some of the key challenges associated with
blockchain technology include the following:

* certain blockchain types require significant
technology investments

e transaction throughput is limited

* blockchain has a track record of being used for
illegal activities, such as on the Deep Web

* the regulatory landscape is uncertain and varies
across jurisdictions

e there are limitations relating to data storage
capacity

In the humanitarian context, cutting out the
middleman can help increase efficiency and
transparency. Blockchain thus creates a more
transparent system for allocating funds and
ensuring that they reach those in need. Blockchain
also offers lower transaction fees, shorter
transaction times, increased accountability and
more traceable information. It offers high data
security, which is essential when working on
projects such as the UN Women project in Jordan
and others involving refugee biodata. Blockchain

also increases data sharing between and within
systems, facilitates multi-stakeholder partnerships
and improves supply chain traceability.

However, due to the highly technical and
decentralized nature of blockchain, all participants
in a blockchain network must reach a consensus
on the data and operating rules, which may be
difficult to implement in more diverse contexts. Its
use can thus be challenging for computationally
advanced processes, as accessing it may be
impractical in unstable or disaster-stricken settings
or those involving refugees. In addition, the risk of
dependence on digital infrastructure could widen
the digital divide, and the hidden costs of Internet
connectivity, server updates and high energy
consumption in post-disaster areas may hinder
blockchain implementation. Finally, there was still
no legal framework for blockchain at the time of
writing.

Blockchain in disaster management: Sources and
further reading

+ Anwar, H. (11 December 2019), “How does blockchain work:
simply explained”, 101 Blockchains, 101blockchains.com
how-does-blockchain-work/.

+ Ko, V., and Verity. A., “Blockchain for the humanitarian
sector: Future opportunities”, Digital Humanitarian Network,
digitalhumanitarians.com/blockchain-for-humanitarian-
sector/.

+ Pisa, M. (17 May 2018), “Reassessing expectations
for blockchain and development”, Center for Global
Development, www.cgdev.org/publication/reassessing-
expectations-blockchain-and-development-cost-complexity.

+ Radjy, S. (9 December 2022), “Learning from Vanuatu'’s
blockchain-powered Cash Transfer Programme for better
disaster response, and recovery”, Connecting Business
Initiative, connectingbusiness.org/news-events/blog
learning-vanuatus-blockchain-powered-cash-transfer-
programme-better-disaster.

+ UN Women (2021), “UN WOMEN-WFP blockchain pilot
project for cash transfers in refugee camps, January 2021,
data2.unhcr.org/en/documents/details/87868.

+ UNICEF, “UNICEF Crypto Fund”, cryptofund.unicef.io/.
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1.1.5

What is cloud computing?

Cloud computing is a broad concept that can

be roughly described as the remote delivery of
computing services over the Internet. In other
words, the machine processing the services does
not need to be on-site. Cloud computing has
reached almost all areas of society and takes

a variety of forms, including specific services.
Infrastructure as a Service (laaS) provides users
with a space to develop and manage software
applications, along with backend logistics.
Platform as a Service (PaaS) enables users to build
applications themselves on the service provider’s
platform. Finally, Software as a Service (SaaS)

is a business model that allows users to access
software applications online.

Five conditions are commonly used to define
whether a service constitutes cloud computing:

* On-demand self-service: the user can access the
cloud without a cloud host'’s involvement.

* Broad network access: users can access
the service in a variety of ways, such as web
browsers or mobile phones.

(&) CcLOUD (COMPUTING) TECHNOLOGY

Photo credit: Adobe Stock / Thitichaya

* Resource pooling: multiple users can
share resources on one or more systems
simultaneously.

* Rapid elasticity: the resources can be scaled up
and down to meet user demand.

* Measured service: the provider monitors usage
to optimize its services.

Cloud computing for disaster
management: Use cases

After a disaster, cloud computing can enable
business continuity from alternate locations.

In addition, the technology offers improved
management, storage, sharing and processing of
data for humanitarian teams remotely and on the
ground. It enables large data sets to be processed
more quickly in the cloud using ML algorithms,
without on-site equipment. GIS is another common
application: cloud computing allows only the data
collection equipment and experts to be physically
present in the field. The data they collect can

then be processed remotely, thus guaranteeing
the kind of working conditions often unavailable
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in humanitarian settings, such as clean, cold
environments, extended access to electricity and
other conditions that reduce the risk of damage to
equipment.

In essence, cloud computing provides remote

field workers with the same level of computing
power as if they were on-site. It is already being
widely employed in crisis contexts, such as to
facilitate 3D printing at hospitals. Another example
is the cloud-computing-enabled GeoPhoenix
platform, which uses GIS to help responders track
emergency vehicles. And during the pandemic,
cloud computing was used to bring education to
children’s homes during lockdowns.

Cloud computing for disaster
management: Challenges and
Opportunities

Some of the challenges associated with cloud
computing include:

* Data security and privacy: Cloud computing
raises data security and privacy concerns by
entrusting sensitive information to third-party
providers that may not have robust safeguards
in place, which can lead to unauthorized access,
breaches and leaks. Compliance risks arise when
regulations such as GDPR or HIPAA must be
followed.

Reduced visibility and control: Cloud users

lack complete visibility into how providers are
managing, configuring and optimizing their cloud
resources. Customization and modification of
services is limited, impacting the ability to meet
user needs.

Complexity and opacity: Understanding intricate
cloud technologies and their interconnections

is challenging, given their scale and complexity.
Achieving control and agency within these
systems requires understanding, even if
complete understanding is unattainable.

* Cloud migration challenges: Cloud migration
involves transferring data, applications or
workloads between cloud environments or
uploading them to the cloud from on-site set-ups.
This process can be complex, time-consuming
and costly. Compatibility issues between
different cloud platforms or architectures can
arise, resulting in downtime, performance issues
or data loss if the migration is planned and
executed appropriately.

In a disaster management context, cloud
computing supports other technologies. However,
without an Internet connection, synchronization
with the cloud is not possible and only locally
saved data is available. Provided that Internet
access is available, cloud computing can support
real-time data collection at a low cost, giving
workers in the field access to more computing
power and tools without upgrading local
equipment and thus improving collaboration
among disaster response stakeholders. The use
of cloud services also eliminates the need for
personnel to store sensitive data and information
on physical devices in locations where those
devices may be confiscated or searched.

Privacy and security concerns are heightened in
humanitarian settings because the data involved

is often considered sensitive and requires greater
protection for vulnerable populations. In the United
States, the Clarifying Lawful Overseas Use of Data
(CLOUD) Act amended the Stored Communications
Act to specify that an electronic communications
service or remote computing service provider
must comply with existing requirements to
preserve, back up or disclose the content of an
electronic communication or non-content records
or information relating to a customer or subscriber,
regardless of whether the communication or
record is located inside or outside the country. For
example, organizations must comply with national
laws when transferring data abroad. As a result,
there is a need for frameworks that enable these
matters to be handled securely. Stakeholders are
often unaware of the importance, implications and
consequences of not following these procedures,
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so it is also important to address this concern at
the same time.

Cloud computing in disaster management:
Sources and further reading

+ IBM, “laaS vs. PaaS vs. SaaS”, https://www.ibm.com/topics/

laas-paas-saas.

+ ITU News (1 June 2020), “How cloud computing has
supported the COVID-19 response”, ITU News, news.itu.
int/how-cloud-computing-has-supported-the-covid-19-

response/.

+ Lauras, M., Benaben, F, Truptil, S. and Charles, A. (2015)
“Event-cloud platform to support decision-making in
emergency management”, Information Systems Frontiers,
Vol. 17(4), pp. 857-869, doi.org/10.1007/s10796-013-9475-
0.

+ Mell, P, and Grance, T. (2011), “The NIST definition of cloud
computing”, NIST Special Publication 800-145, National
Institute of Standards and Technology, nvlpubs.nist.gov/
nistpubs/Legacy/SP/nistspecialpublication800-145.pdf.

+ Microsoft, “What is cloud computing? A beginner’s guide”,
Azure, azure.microsoft.com/en-us/overview/what-is-cloud-
computing.

+ US Congress (6 February 2018), “H.R.4943 - 115th

Congress (2017-2018): CLOUD Act”, www.congress.gov/
bill/115th-congress/house-bill/4943.
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1.1.6

What are communication networks and
5G?

Communication networks concern the flow of
messages between communicators (nodes)
and the underlying architecture that enables this
flow. Messages can include data and images

— anything that can move from one node in a
network to another. While there are many types
of networks, this section will focus primarily on
cellular networks. A cellular or mobile network
allows mobile phones to make calls, send and
receive messages and receive data. Cellular
networks use radio waves to communicate and
are distributed over land areas called cells, each
of which is served by at least one fixed-location
signal distributor known as a cell site or base
station. Cell sites and base stations are typically
cellular towers: tall structures with a large number
of antennae.

Cellular networks have been divided into
generations as the technology underlying them has
evolved, namely 1G (first generation), 2G, 3G, 4G
and 5G. The main factors distinguishing between
generations are speed, latency and bandwidth.
Speed is the rate at which (Internet) data can be
downloaded or uploaded, latency is the time it

5G§ COMMUNICATION NETWORKS AND 5G
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takes for a signal to be sent and a response to be
received, and bandwidth refers to the frequencies
of radio signals used by the network.

In line with SDG 9 (which emphasizes building
resilient infrastructure, promoting inclusive

and sustainable industrialization and fostering
innovation), 5G technology enables data to

be collected and used in new ways, using key
technologies such as big data, AR and deep
learning. The development of these technologies
contributes to significant socioeconomic progress.

Communication networks and 5G in
disaster management: Use cases

Scaling up 5G networks is a significant challenge
that can be sidestepped by setting up smaller,
localized networks instead. For example, if

there are several locations with a 5G network as
opposed to general 5G coverage, humanitarian
response teams can run operations from these
zones. This can help teams process and move
more data than would otherwise be possible.

Many countries have early warning systems
that use communication networks to inform the
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population immediately. When communication
networks become unavailable, solutions such as
THOR mobile can be used, brining ultra-wideband
5G in a response vehicle to any location. THOR
can be used to create a mobile network, a control
centre for drones and other computing solutions.
An alternative example is Starlink, which provides
a satellite-based Internet connection that does not
require on-the-ground infrastructure.

Communication networks and 5G in
disaster management: Challenges and
opportunities

As mentioned above, 5G is not currently accessible
in all countries. However, 3G and 4G networks
remain viable options for disaster management.
Other communication networks such as radio

and the Internet are also important, particularly
when cellular networks fail. In addition, while 5G is
useful for devices like robots and drones, its short
range can be a hindrance for activities like search
and rescue, as walls and glass can interrupt the
network, limiting the number of people who can be
located under rubble.

Other challenges and considerations related to 5G
include:

* Infrastructure gaps and universal coverage: Not
all countries or regions have access to reliable 4G
and 5G technology. 5G population coverage varies
from 16 per cent in Asia-Pacific to 36 per cent in
the Americas and 52 per cent in Europe. Similarly,
data from the International Telecommunications
Union (ITU) on 4G network availability shows
significant differences between Europe (94
per cent) and Africa (7 per cent). The gaps are
wider for fixed broadband than for mobile data.
Expanding 5G coverage will require addressing
these existing gaps in telecom infrastructure,
especially in areas where previous standards have
not been reached. Deploying mobile networks for
5G requires less investment than fixed broadband
networks.

Costs and infrastructure expansion: The
expansion of 5G networks can build on existing
infrastructure, repurposing 3G and 4G antennae
and site permits to reduce the investment
required. Widespread 5G coverage will require
additional antennae and microcells on existing
sites. The GSM Association predicts that the
number of sites per operator will increase from
20-30 to 50 by 2025, with potential cost savings
from leveraging existing 4G assets.

Private sector innovation: Operators are

forming network-sharing agreements to reduce
deployment costs, especially in new service areas.
Global technology leaders such as Google are
investing in physical infrastructure, submarine
cables, cloud services and content delivery
networks. Neutral operators with wholesale
business models are investing in infrastructure
development and cost-sharing.

Government support and regulatory policies:
Government support is critical to the availability
and development of the 5G spectrum. Regulations
that encourage shared deployment and reduce
duplication of resources can lower barriers.
Installing antennae in public buildings and
streamlining administrative processes for

private property placement should be facilitated.
Spectrum regulation, auctions and deployment
incentives can be used to reduce acquisition
costs and encourage faster deployment. Some
countries are allocating part of their spectrum to
new entities, private companies or non-traditional
operators.

Lessons from deployment experience:
Collaborative models and public intervention
can support cost-effective deployment and
coordination. Tailored approaches are essential
due to different country-specific factors.
Opportunities exist to improve connectivity and
maximize the value of 5G through improved
availability.
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Communication networks and 5G in disaster
management: Sources and further reading

+ Monge, PR., and Contractor, N.S. (2003), Theories of
Communication Networks, Oxford University Press, USA.
« Starlink, www.starlink.com.

+ Verizon (7 July 2021), “Verizon frontline unveils THOR:
mobile, 5G rapid-response command center”, www.verizon.
com/about/news/verizon-frontline-unveils-thor.
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1.1.7

What is crowdsourcing?

Crowdsourcing brings together the collective
intelligence and resources of multiple actors to
serve a common goal, usually through online
platforms. The aim is to get a group of people
to contribute towards a cause in some way,
often to achieve social good. Crowdsourcing/
funding projects typically involve profit sourcing,
online communities, large group participation,
knowledge-sharing and self-governance. Another
distinguishing feature of this approach is that it
relies on volunteers and is not legally binding.

Crowdsourcing in disaster management:

Use cases

Crowdsourcing is used for geotechnology
(collecting geographic information), mobile
communication, digital crisis information
(gathering, sharing and using crisis-related
information), digital volunteering, collective
intelligence, multi-directional communication
and situational awareness. Crowdsourcing is
fundamental to humanitarian fundraising. For
disaster preparedness, crowdsourcing can be

gy CROWDSOURCING
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used to bring together volunteers willing to analyse
information through a platform such as the
Colorado Virtual Warehouse. In disaster response,
crowdsourcing via social media and mobile

SMS can help spread information and establish
communication methods. Likewise, smartphones
with accelerometers have been crowdsourced to
detect, locate and measure earthquake activity.
For disaster recovery, victims can crowdsource
data and images on their losses to help illustrate
the extent of the damage. For disaster resilience,
crowdsourcing can be used to provide resilience-
building training.

The most cited use of crowdsourcing in disaster
response is Mission 4636 following the 2010 Haiti
earthquake. Haitians needing help could text this
new emergency response number, and volunteers
all over the world translated, mapped, forwarded
and responded to their needs and requests for help
and information within five minutes. Volunteers
also created up-to-date working road maps and
camp maps for displaced people, gathering
accurate data for the entire country in just two
weeks.
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Crowdsourcing for disaster management:
Challenges and opportunities

Crowdsourcing is relatively cheap to implement
and can be the easiest way to obtain information
in a disaster situation. It can increase the sense
of trust and ownership within a population

and help communities cope, as trust among
citizens is positively correlated with collective
efforts to prevent risk. However, crowdsourcing
is challenging without access to platforms: for
people to contribute, they need access to data
services, mobile networks and cell phones and/or
smartphones.

Another concern is data privacy and management.
Data may need to be anonymized to protect
privacy, which is difficult to ensure during a
disaster, when images of victims and property

are often used for response and recovery efforts.
In addition, crowdsourced data should ideally be
vetted for bias and fact-checked before being used
for modelling and situation reporting. If errors are
made, it is difficult to assign responsibility.

Crowdsourcing in disaster management: Sources
and further reading

- Brabham, D.C. (2013), Crowdsourcing, MIT Press,
Cambridge, MA.

+ Estellés-Arolas, E., and Gonzalez-Ladrén-de-Guevara, F.
(2012), “Towards an integrated crowdsourcing definition”,
Journal of Information Science, Vol. 38(2), pp. 189-200,
doi.org/10.1177/0165551512437638.

+ Felletti, S., and Paglieri, F. (2019), “Trust your peers! How
trust among citizens can foster collective risk prevention”,
International Journal of Disaster Risk Reduction, Vol. 36,
101082. doi.org/10.1016/j.ijdrr.2019.101082.

- Kankanamge, N, Yigitcanlar, T., Goonetilleke, A., and
Kamruzzaman, M. (2019), “Can volunteer crowdsourcing
reduce disaster risk? A systematic review of the literature”,
International Journal of Disaster Risk Reduction, Vol. 35,
101097, doi.org/10.1016/j.ijdrr.2019.101097.

= Munro, R. (2013), “Crowdsourcing and the crisis-affected
community: lessons learned and looking forward from
Mission 4636", Information Retrieval, Vol. 16(2), pp. 210-66,
doi.org/10.1007/s10791-012-9203-2.

+ Riccardi, M.T. (2016), “The power of crowdsourcing in
disaster response operations”, International Journal

of Disaster Risk Reduction, Vol. 20, pp. 123-28, doi.
0rg/10.1016/j.ijdrr.2016.11.001.

+ Zhao, Y., and Zhu, Q. (2014), “Evaluation on crowdsourcing

research: Current status and future direction”, Information
Systems Frontiers, Vol. 16, 417-434, doi.org/10.1007/
s10796-012-9350-4.
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CYBER-PHYSICAL SYS

What are cyberphysical systems?

Cyberphysical systems (CPSs) integrate physical
and digital computational systems. For example,
when a drone operator instructs a drone to fly,

the drone has sensors, such as gyroscopes,

that enable it to process information about the
surrounding world, which it then adjusts to. For
instance, weather or other adverse conditions may
disrupt the drone’s ability to fly as instructed, so
the drone calculates adjustments to remain stable.
In other words, CPSs are systems that can adjust
their component systems to achieve the desired
goal by digitally computing information from the
outside world.

Cyberphysical systems in disaster
management: Use cases

CPSs make technologies more effective in disaster
management. As well as being an integral part

of drone technology, as described above, CPSs
enable 3D printers to function. loT is another

direct implementation of CPSs, as it connects
devices using various sensors and protocols.

CPSs can help with disaster preparedness and

mitigation by integrating technologies for purposes
such as forecasting storms and water levels and
running simulations. CPSs are essential to the
autonomous robotic systems used for search and
rescue operations during disasters. These robots
can navigate treacherous terrain, locate survivors
and transmit critical data to response teams,
increasing the effectiveness of disaster response
efforts.

Cyberphysical systems in disaster
management: Challenges and
opportunities

Security challenges include:

* Security issues: Many CPSs are not secure
because they are isolated from networks such
as the Internet and rely heavily on physical
security measures. Cyberphysical security is
also a challenge. CPSs need to move to a holistic
approach to security that encompasses both
cyber and physical aspects to improve protection
against future cyberattacks with physical
consequences. People affected by disasters are
often vulnerable, making it even more important
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to ensure that their privacy is protected when
using CPSs, especially if the system in question
is vulnerable to hacking.

Real-time requirements: This vulnerability
underscores the urgency of immediate and
timely responses in CPS applications within
disaster management scenarios. Swift decision-
making is crucial in CPS systems facing network
attacks. In such situations, the ability to respond
promptly is paramount to ensuring the system’s
readiness and effectiveness. Timely responses
are vital for adapting to evolving threats, making
swift decisions, and safeguarding the integrity
and functionality of CPSs during critical disaster
situations.

* Coordinating change: The roles and rights of
various CPS stakeholders need to be carefully
managed, as do changes during transitions.

* Infrastructure factors: Technologies using CPS
that require strong technological infrastructure
are potentially problematic. The required
infrastructure may not exist in disaster contexts,
and even if it does, it may be susceptible to
damage.

Thus, while CPSs may prove useful in the disaster
management cycle, investment is required to
ensure that the region where it is intended to be
used meets the criteria for its adoption.

CPSs in disaster management: Sources and
further reading

+ Monostori, L., Kadar, B., Bauernhansl, T., Kondoh, S., Kumara,

S., Reinhart, G., Sauer, 0., Schuh, G., Sihn, W. and Ueda,
K. (2016) “Cyber-physical systems in manufacturing”.
CIRP Annals, Vol. 65, pp. 621-41, doi.org/10.1016/j.
Cirp.2016.06.005.

+ NIST, “Cyber-physical systems”, www.nist.gov/
cyberphysical-systems.

+ RMIT University, “Cyber-Physical Systems”, sites.rmit.edu.

au/cyber-physical-systems/.
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What are drones?

The term “drone” is often used to refer to
unmanned aerial vehicles (UAVs), although a
drone does not necessarily have to fly — remote-
controlled spider robots or submarines are also
drones. However, this section will focus exclusively
on UAVs, which range in size from tiny devices

to the Boeing Odysseus, which has a wingspan
of 74 metres. There are three main types of UAV:
fixed wing (manoeuvring like planes); rotary
(manoeuvring like helicopters); or hybrid (a
combination of the two). Drones can be equipped
with cameras, meteorological or infrared sensors
or deliverable goods, meaning that they can be
used in a wide range of sectors.

Drones in disaster management: Use
cases

Drones can also be used in a variety of ways in
disaster contexts. For example, drones carrying
cameras can be used to create highly detailed
maps of areas vulnerable to meteorological
hazards or to identify faulty infrastructure. The
data collected can then be used for disaster
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preparedness. This can be done in a matter of
hours to months, depending on the size of the area.
Drones can be used for rapid damage assessment,
allowing humanitarian and development workers
to quickly inspect infrastructure without risking
human lives, and infrared cameras can detect
trapped bodies during search and rescue missions.
Drones can also be used to deliver emergency
supplies to people who would otherwise be
difficult to reach. During disaster response, drones
can provide up-to-date information about the
affected area in a time- and cost-effective manner.
Stakeholders can gain a better understanding

of the situation on the ground, enabling better
communication, collaboration and strategic
decision-making.

Drones in disaster management:
Challenges and opportunities

Drones rely on electricity, so charging them

in humanitarian settings may be difficult or
impossible. Any data collected must be handled
carefully, ethically and safely to avoid exacerbating
vulnerabilities. The lack of an international law

or regulations on drone use makes their global
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adoption in humanitarian and development
settings difficult, although some countries have
detailed regulations on flying drones that require
special permits. Consequently, the sector needs

a paradigm shift to enable drones to be used
effectively. Existing protocols and procedures
must be redesigned, staff need to be trained

and new methodological frameworks need to be
created for their use. The Humanitarian UAV Code
of Conduct aims to address this by promoting
ethical, responsible and safe use of drones across
disaster management contexts. Lastly, the novelty
of drone technology means there is a general gap
in technical knowledge for their use in disaster
management contexts.

Drones in disaster management: Sources and
further reading

+ Custers, B. (2016), The Future of Drone Use: Opportunities
and Threats from Ethical and Legal Perspectives, Asser
Press, The Hague, doi.org/10.1007/978-94-6265-132-6.

+ Kugler, L. (2019), “Real-world applications for drones”,
Communications of the ACM, Vol. 62(11), pp. 19-21, doi.
org/10.1145/3360911.

+ Meng, L., Hirayama, T., and Oyanagi, S. (2018), “Underwater-
drone with panoramic camera for automatic fish recognition
based on deep learning”, IEEE Access, Vol. 6, doi.
org/10.1109/ACCESS.2018.2820326.

- Raley, D. (2019), “First flights to the future”, Boeing www.
boeing.com/features/frontiers/2019/autonomous-flying-

vehicles/index.page.

33

-"



http://doi.org/10.1007/978-94-6265-132-6
http://doi.org/10.1145/3360911
http://doi.org/10.1145/3360911
http://doi.org/10.1109/ACCESS.2018.2820326
http://doi.org/10.1109/ACCESS.2018.2820326
http://www.boeing.com/features/frontiers/2019/autonomous-flying-vehicles/index.page
http://www.boeing.com/features/frontiers/2019/autonomous-flying-vehicles/index.page
http://www.boeing.com/features/frontiers/2019/autonomous-flying-vehicles/index.page

34 %

-"

LANDSCAPE ANALYSIS

GEOGRAPHIC INFORMATION
(GIS)

SYSTEM!

What are GISs?

A GIS captures, stores, analyses, manages and
presents various types of geographic data.
GIS use multilayered maps to display spatial

information such as elevation, meteorological data,

resources, man-made structures, mass migration
and demographic data. These systems combine
computer science, geodesy, geomatics, geography,
statistics and ML. GIS software tools can be used
on any computer with sufficient processing power.
They often draw on data from remote sensing
systems such as satellites, airplanes or drone
imagery. Traditional storage or cloud computing
solutions can be used to store and process this
data.

GIS in disaster management: Use cases

No expertise is needed to read or interpret

GIS maps, and there are many applications for
them in humanitarian settings. For example,

they have proved useful for mapping, managing
and analysing disease outbreaks, as well as for
identifying high-risk areas, analysing how diseases

Photo credit: Unsplash / Valerie V

will spread and assessing how outbreaks can be
prevented from escalating.

GIS can also be used to locate high-risk and
disaster-prone areas for disaster preparedness
and mitigation efforts. Their applications include
modelling how disasters will spread and creating
evacuation routes and local response protocols.
During the response and recovery cycles, GIS can
be used to create up-to-date area maps, support
damage assessments, identify high-need areas
and flag obstacles.

The United Nations Satellite Centre (UNOSAT)
hosts e-learning courses and produces high-quality
maps that NGOs, governments and organizations
can use in areas such as development,
humanitarian response, policymaking and climate
action. A practical example is the University of
Hawaii’'s Pacific Disaster Center GIS platform,
which displays global hazards such as tornadoes,
conflicts, terrorism, disease outbreaks and
earthquakes in real time.
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GIS in disaster management: Challenges
compenvurbsys.2016.10.010.

and opportunities

GIS are an asset to humanitarian organizations
because they integrate multiple data sources.
This means, for example, that the locations of
floods and shelter facilities can be analysed
simultaneously. The main challenge is the
availability and quality of the data needed to
create these systems. For example, when data

is collected by satellite remote sensing, cloud
cover can prevent a clear view, leading to delays in
disaster response. Drones could be an alternative
way of collecting such data, although there are
legal hurdles to their use, as mentioned above.

GIS in disaster management: Sources and further
reading

+ CDC, “What is GIS?” GIS and Public Health at CDC, www.
cdc.gov/gis/what-is-gis.htm.

+ Dempsey, C. (16 January 2023), “What is GIS?” GIS Lounge,
www.gislounge.com/what-is-gis/.

+ Disasteraware, disasteraware.org.

+ Heitzler, M., Lam, J.C., Hackl, J., Adey, B.T., and Hurni, L.
(2017), “GPU-accelerated rendering methods to visually
analyze large-scale disaster simulation data,” Journal of
Geovisualization and Spatial Analysis, Vol. 1, pp. 1-18, doi.
org/10.1007/s41651-017-0004-4.

+ Huang, B. (2017), Comprehensive Geographic Information
Systems, Elsevier, Amsterdam.

+ Kapetsky, J.M., and Aguilar-Manjarrez, J. (2007), Geographic
Information Systems, Remote Sensing and Mapping for
the Development and Management of Marine Aquaculture,
Food and Agriculture Organization, Rome.

+ Ortiz, D.A. (2020), “Geographic Information Systems (GIS)
in humanitarian assistance: a meta-analysis”, Pathways:
A Journal of Humanistic and Social Inquiry, Vol. 1(2), p. 4,
repository.upenn.edu/handle/20.500.14332/42368.

+ United Nations Satellite Centre (UNOSAT), unosat.org/.

+ University of Wisconsin at Madison, “Mapping and
geographic information systems (GIS): What is GIS?”
Libraries Research Guide, researchguides.library.wisc.edu/
GIS.

+ USGS, “What is a geographic information system (GIS)?”,
USGS: Science for a Changing World, www.usgs.gov/fags/
what-geographic-information-system-gis.

*+ Yang, C., Yu, M., Hy, F, Jiang, Y., & Li, Y. (2017),
“Utilizing cloud computing to address big geospatial
data challenges”, Computers, Environment and Urban
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What is the loT?

The 10T is an interconnected network of devices
and sensors that uses technology to integrate
systems, environments and contexts better. A
typical modern example of this technology in use
is the smart home, which manages domestic
lighting, heating, irrigation systems and appliances
using timers or humidity sensors. This approach to
coordinating technologies can be used for urban
planning, to collect data from infrastructure or

for automatization and analytics by incorporating
Al. The most common way for loT to work is over
the Internet, using cables, Wi-Fi, 4G/5G networks
or Bluetooth. loT interacts with the environment
through enablers such as RFID (radio frequency
identification), barcodes, QR codes and sensors.
These can be used to track temperature, air
pollution, light levels, altitude, gyroscopic rotation,
the presence of magnetic fields, humidity, sound
or motion. Certain devices can then be activated
or deactivated based on the readings from these
sensors.

Photo credit: Adobe Stock / Tierney

loT in disaster management: Use cases

loT technology can support every stage in the
disaster management cycle. It can enable early
warning systems for disaster preparedness by
collecting real-time data and connecting data
sources/sensors for informed decision-making.
For example, it can trigger early warning systems
for earthquakes by using sensors that detect
vibrations in the ground. During the response
phase, GPS sensors attached to vehicles or
personnel can be used to keep track of them.
Smart warehouses using loT can automatically
monitor inventory, while other IoT technology
tracks resource distribution. During the recovery
phase, IoT can be used to broadcast information
and assess post-disaster conditions, such as

by monitoring patients’ medical status, tracking
critical resources or collecting information about
the aid available in an area.

loT integration in disaster management provides
large data sets for each stage of the disaster
cycle, which can later be used to improve
situational awareness or response efforts. Through
data sharing, loT can increase organizational
collaboration and data accuracy by drawing on
multiple sources.
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loT for disaster management: Challenges
and opportunities

There are numerous challenges to integrating loT
into disaster management. As with many of the
technologies discussed above, privacy concerns
are a challenge, as IoT could potentially infringe on
people’s privacy, posing ethical and legal problems.

Like many modern technologies, IoT relies on
infrastructure such as electricity and the Internet.
In contexts where access to these is limited or
costly, implementing loT is largely unfeasible.

Even when such infrastructure is in place, it is
often vulnerable to damage during and after a
disaster. While this is not especially problematic
for early warning systems, it may jeopardize the
effectiveness of systems like smart warehouses,
which need to have fail-safes in place to offset any
potential damage. It is also advisable to use 0T in
combination with other technological solutions to
avoid total reliance on a resource that may become
unavailable during an emergency. Furthermore, if
the loT systems themselves are damaged, it could
lead to broken sensors and faulty readings.

loT in disaster management: Sources and further
reading

« Franchi, F., Marotta, A., Rinaldi, C., Graziosi, F., and D’Errico,
L. (2019), “loT-based disaster management system on
5G URLLC network”, in 2019 International Conference
on Information and Communication Technologies for
Disaster Management (ICT-DM), https://doi.org/10.1109/
ICT-DM47966.2019.9032897.

- India Tech Online (9 July 2016), “MAIT releases studies
on disaster management and Aadhaar”, India Tech
Online, www.indiatechonline.com/it-happened-in-india.

php?id=2351.

+ Lwin, K.K., Sekimoto, Y., Takeuchi, W., and Zettsu, K.
(2019), “City geospatial dashboard: oT and big data
analytics for geospatial solutions provider in disaster
management” in 2019 International Conference on
Information and Communication Technologies for Disaster
Management (ICT-DM), https://doi.org/10.1109/ICT-
DM47966.2019.9032921.

+ Ray, PP, Mukherjee, M., and Shu, L. (2017), “Internet of
things for disaster management: State-of-the-art and
prospects”, IEEE Access, Vol. 5, pp. 18818-18835, doi.
org/10.1109/ACCESS.2017.2752174 .
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What is remote sensing?

Remote sensing is essentially collecting data

from a distance, often by measuring reflected and
emitted radiation. This data can be used for many
purposes, ranging from GIS applications GIS to loT
integration.

There are two methods of remote sensing: passive
and active. In passive remote sensing, the sensing
device merely detects and captures information
from the target object or area, such as the radiation
it is emitting or reflecting. In active remote sensing,
the device itself emits energy to enable the
sensors to capture what the user wants to observe.
For example, if there is not enough light to collect
data, the sensor will generate the light needed to
collect that data.

Remote sensing for disaster
management: Use cases

Remote sensing can be used to track storms

and predict the weather. Knowing what path a
storm will take or what kind of extreme weather a
region can expect is vital in preparing for potential

Photo credit: Adobe Stock / JohanSwanepoel

disasters. Remote sensing can also be used to
predict floods and assess vulnerability before a
disaster happens by creating land elevation maps.
This can be applied to disaster response. For
example, remote sensing can be used to map the
location and severity of damage, and to monitor
forest fires, floods, volcanic eruptions and dust
storms.

Remote sensing can also be used in the recovery
phase to assess flood, fire and infrastructure
damage and monitor recovery efforts. It offers

a way to monitor said issues in a safe, and time-
efficient manner because the data is collected
from a significant distance, using satellites or
infrared sensors, for example. One advantage of
the method is that it can be used in both urban and
rural locations.

Remote sensing for disaster
management: Challenges and
opportunities

Remote sensing satellite imagery is only
available on clear days with little or no cloud
cover. In addition, the satellite in question must
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be over the area to be able to collect data.
Consequently, remote sensing may not always be
the fastest method of data collection for disaster
management. As with GIS systems, drones with
remote sensing devices can be an effective
alternative to satellites, but their practicality may
be reduced if they are restricted by cautious
legislation. In these circumstances, practitioners
may resort to aerial remote sensing, a more costly
solution requiring planes or helicopters. Regardless
of whether the chosen approach entails satellites,
drones or aerial sensing, a certain level of expertise
is required, which can be a limiting factor if local
stakeholders do not have access to it.

Remote sensing in disaster management: Sources
and further reading

+ Campbell, J.B., and Wynne, R.H. (2011), Introduction to
Remote Sensing, Guilford Press, New York City

+ Ghaffarian, S., Kerle, N., and Filatova, T. (2018), “Remote
sensing-based proxies for urban disaster risk management
and resilience: A review”, Remote Sensing, Vol. 10(11), doi.
0rg/10.3390/rs10111760.

+ Hoque, M.A.A,, Phinn, S., Roelfsema, C., and Childs, I.
(2017), “Tropical cyclone disaster management using
remote sensing and spatial analysis: A review”, International
Journal of Disaster Risk Reduction, Vol. 22, pp. 345-354,
https://doi.org/10.1016/j.ijdrr.2017.02.008.

+ Nirupama, and Simonovic, S.P. (2002), “Role of remote
sensing in disaster management”, ICLR Research Paper
Series No. 21, Institute for Catastrophic Loss Reduction,
University of Western Ontario, www.iclr.org/wp-content/
uploads/PDFS/role-of-remote-sensing-in-disaster-
management.pdf.

+ Simonovic, S. P. (2002). Role of remote sensing in disaster
management. Department of Civil and Environmental
Engineering, The University of Western Ontario.

+ USGS, “What is remote sensing and what is it used for?”,
USGS: Science for a Changing World, www.usgs.gov/fags/
what-remote-sensing-and-what-it-used.
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What is social media?

Social media is any technology that connects
people’s ideas and information through the
Internet. It is an inherently casual social
environment that is online. Social media platforms
play a pivotal role in facilitating information-
sharing during crisis management. They provide
real-time channels through which individuals,
organizations and government agencies can
broadcast critical updates, warnings and
instructions to a wide audience. The widespread
use of social media increases the reach and speed
of information distribution, enabling rapid response
in emergencies. In addition, user-generated content
on social media is a valuable source of first-hand
accounts, images and videos that contribute to a
comprehensive understanding of the scope and
impact of a particular crisis. Collaboration and
engagement on these platforms foster a sense of
community involvement, allowing users to share
resources, offer assistance and coordinate relief
efforts. Overall, the immediacy, interconnectedness
and user-driven nature of social media make it

a critical tool for effective communication and
response during crises.

"
Photo credit: Adobe Stock / ImageFlow

Social media in disaster management:
Use cases

The applications of social media in disaster
management include information gathering,
semi-journalistic verification and crowdfunding.
Social media has become a vital tool for gathering
information by enabling anyone to share
messages, photos and videos across the globe
instantly. For example, Twitter's disaster alerts
have made the platform useful for emergency
communication. Likewise, Facebook has a safety
check feature that allows users to indicate that
they are safe during a disaster that has affected
their location, and Telegram also provides channels
for sharing disaster-specific information.

Social media allows organizations to receive the
latest news from media and individuals, allowing
anyone to voice a problem to the world. It makes
it easier to create partnerships, connections and
networks. These factors benefit crowdsourcing
by enabling large groups of people with similar
goals to connect and recruit other like-minded
individuals.
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Social media for disaster management:
Challenges and opportunities

Social media provides relatively unfiltered, real-time
information about all kinds of events. This data

is often essential for fast and efficient disaster
response and helps create a dialogue between
emergency response organizations and the public,
which in turn builds trust. However, the theoretical
and computational process of transforming vast
amounts of unstructured, unsupervised data into
actionable information remains a major challenge.
For example, verifying information to prevent

the proliferation of inaccurate data is essential

to prevent limited resources from being wasted.
Processing this data also requires sound technical
knowledge and an understanding of the algorithms
these platforms use.

In addition, data processing, protection and
anonymization must be rigorous to safeguard the
privacy and integrity of data. This is especially
true in countries where freedom of speech and
the press are limited, and raising issues on social
media can lead to repercussions. Conversely,
social media is an easy, efficient way for
organizations to provide affected populations with
up-to-date information during a disaster. It can also
be used as a communication network when other
forms of communication are limited.

Social media in disaster management: Sources
and further reading.

+ Dollarhide, M. (31 August 2021), “Social media: Definition,
importance, top websites & apps”, Investopedia, www.
investopedia.com/terms/s/social-media.asp.

+ ITU (2019), “Measuring digital development: Facts and
figures 2019”, International Telecommunication Union,
Geneva, www.itu.int/en/ITU-D/Statistics/Documents/facts/
FactsFigures2019.pdf.

- Kaplan, A.M., and Haenlein, M. (2010), “Users of the world,
unite! The challenges and opportunities of social media”,
Business Horizons, Vol. 53(1), pp. 59-68, doi.org/10.1016/j.
bushor.2009.09.003.

+ MccCullock, G. (2019), Because Internet: Understanding the

New Rules of Language, Riverhead Books, New York City.

+ Mehta, A.M.,, Bruns, A., and Newton, J. (2017), “Trust, but

verify: social media models for disaster management”,
Disasters, Vol. 41(3), pp. 549-565, https://doi.org/10.1111

disa.12218 .

+ Telegram, “Coronavirus news and verified channels”,

telegram.org/blog/coronavirus.

+ Twitter (25 September 2013), “Introducing Twitter alerts”,

Twitter blog, blog.twitter.com/en_us/a/2013/introducing-
twitter-alerts
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1.2. USE OF TECHNOLOGIES IN
DISASTER MANAGEMENT

1.2.1 Disaster assessment/prediction and early warning systems

Background

A major application of disaster preparedness
technologies is disaster forecasting. Historical
data sets are used to create models that can
indicate the probability of a disaster occurring.
Employing such a model and combining it with
early warning systems’ can be a powerful tool for
taking timely action in the face of a catastrophic
event. As such, disaster prediction and early
warning systems are typically part of the same
technology stack.

Natural hazards are the main field of application
for disaster prediction technologies and early
warning systems, because physical and natural
phenomena are relatively easier to monitor and are
less prone to sudden changes than social ones.
The performance of predictive models depends
heavily on the quality of the data they use, so the
collection, processing and sharing of data play

an important role in disaster prediction and the
functioning of early warning systems.

Key technologies

Remote sensing, ML, GIS or drones can be used to
collect and process data. Al is used for modelling,

usually through deep learning. Predictive
modelling is a form of Al that uses data mining
and probability to forecast or estimate more
granular, specific outcomes. Predictive analytics
models evaluate historical data, uncover patterns
and analyse trends. Predictive modelling aims to
predict future events or outcomes by analysing
patterns in a given set of input data. The focus of
early warning systems is spreading information,
so they benefit from existing communication
networks, new advancements such as 5G and
social media platforms.

Background risk assessment

The aim of risk assessments is to predict disasters
and assess the resulting risk to people and the
environment. They seek to provide an initial
information base that identifies vulnerable groups,
assets and areas where resources and efforts
should be directed. This information base can be
used for decision-making and to help practitioners
prepare for disasters more effectively. Situational
simulation is commonly used to understand worst-
and best-case scenarios. The goal is to move from
simply predicting a threshold to a more complex
assessment of potential impacts.

1.  Early warning systems have domain-specific definitions. In the humanitarian context, they describe systems that are used for
emergency population warnings to provide time to prepare and respond to a disaster, thus mitigating the impact. For a discussion,

see Waidyanatha (2010).
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Use of key disaster prediction
technologies

Disaster prediction is also used in fragile and
conflict settings. Predictive analytics leverage
social media data by analysing texts containing
the individual reactions, emotions and sentiments
of a broad group of different people towards a
given issue. Modern ML algorithms can process
this information and provide aggregated results
that can be used for purposes such as predicting

the likelihood of mass migration based on variable
data collected over time (Nyoni, 2017). Earlier
applications of disaster prediction technologies
attempted to predict the spread of diseases such
as influenza, dengue or AIDS (Woolhouse, 2011;
CDC, 2023). During the Covid-19 pandemic, the
ability to estimate how quickly and where the
disease would spread, combined with an effective
early warning systems, helped people prepare for
and mitigate risks (Lin, Liu and Chiu, 2020).

CASE STUDY

Google Disaster Alerts

Google has various initiatives focused on early
warning systems, such as Google Disaster
Alerts, a mobile phone application that informs
users about disasters before damage occurs,
providing actionable information on how to
stay safe. Beyond that, in a collaboration
between various Google teams and external
partners around flood forecasting, one initiative
focused on India and Bangladesh had a reach
of over 250 million people in terms of early
warning messages (Nevo, 2020).

Photo credit: Google Crisis Response
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1.2.2 Event simulation

Background

Event simulation falls within the disaster
preparedness cycle. The primary objective is

to simulate an event that may occur during a
disaster in order to prepare and train people.
Event simulation attempts to provide an artificial
environment in which people can practice and
learn how to respond to extraordinary situations
safely.

Key technologies

The key technologies for event simulation are AR
and VR, but their relative newness means that
there is not much experience to draw upon. AR is
used to modify specific components of a given
environment, which is typically done for technical

and medical operations. People can be trained or
assisted in real time to perform difficult repairs

on critical machines or infrastructure, reducing

the risk of human error and the time required for
such tasks during a disaster. Similarly, AR is widely
used to train and assist medical personnel during
operations, reducing risk and increasing response
time. AR can also be used to introduce event
simulations to the local population, increasing their
experience of adverse advents, building their skills
and thus increasing local resilience.

VR is used to make catastrophic events tangible
through simulation, as an alternative to tabletop
exercises and real-life drills. It is mainly used to
train emergency responders to navigate disasters
quickly and safely. The goal is to provide a realistic
experience and prepare responders both mentally
and practically for a specific disaster event.

CASE STUDY

Mobile Learning Hub Philippines

In early 2021, the local government of Muntinlupa introduced the Mobile Learning Hub, a VR-powered
bus that aims to raise disaster awareness and teach disaster resilience to citizens (De Guzman
Quadra, 2020). Through visual and audio experiences, the technology aimed to mainstream disaster
preparedness among vulnerable groups and communities while raising awareness on the importance
of disaster risk reduction and climate change mitigation and adaptation.

Photo credit: Muntinlupa City LGU
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1.2.3 Disaster detection

Background

Disaster detection is part of the preparedness and
response cycle. When timely disaster prediction
fails, it is critical to detect the occurrence of

a disaster as soon as possible. This includes
detecting the event, pinpointing its location and
informing all relevant parties, such as emergency
responders and analysts. It also includes the
detection of subevents following the initial
disaster, such as infrastructure collapse, fires

or aftershocks. There is a positive correlation
between the time that has elapsed since the
disaster and the success of the response: the first
72 hours are critical to saving lives (World Food
Programme, 2018) .

Key technologies

Technology can dramatically improve the efficiency
and accuracy of disaster detection and response

CASE STUDY

Earthquake detection through Twitter

The US Geological Survey (USGS) actively
uses Twitter to detect earthquakes and
earthquake aftershocks. After the 2008
Sichuan earthquake, analysts found

that Twitter detected the event up to 60
seconds faster than USGS sensors. As a
result, the USGS began incorporating social
media analysis into its workflow, including
Twitter-based disaster detection in seismic
algorithms (Twitter, 2015).

times. Al and ML can be used to automate and
refine the collection, processing, and extraction

of data from disaster events to identify specific
triggers, such as unusual patterns in seismic
activity, sudden changes in weather conditions, or
atypical social media activity related to emergency
situations, and provide the appropriate parties
with real-time information. GIS and remote sensing
technology can further support information
collection, and IoT is also being used to connect
these sensors and provide real-time information
about disasters.

With increasing user numbers, social media
platforms have proven to be an important source
of information and means of communication
during disasters. The information may be in the
form of images uploaded by users and then

classified by ML algorithms or raw text containing
information that can be identified using NLP
(Ahmad et al., 2019).

A photo taken on April 24, 2018, showing houses
destroyed by the 2008 earthquake in Beichuan, Sichuan

Photo credit: AFP




46 5

-"

LANDSCAPE ANALYSIS

1.2.4 Search and rescue

Background

Search and rescue is the process of locating and
recovering people who are trapped or injured after
a disaster. It entails two stages: (i) locating people
who are trapped and (i) rescuing these people.
Search and rescue operations are one of the top
priorities after a disaster and thus fall mainly into
the response stage of the disaster management
cycle. Historically, search and rescue has often
been carried out by international in-person teams.
There are two main problems with this approach:
first, international teams often arrive too late,

and second, it is more cost-efficient to train local
people. Time and cost are two critical resources
during a disaster. The most successful search and
rescue operations are carried out by relatives and
immediate neighbours (Rom and Kelman, 2020).

Technology can help improve the efficiency,
timeliness and cost effectiveness of locating
and rescuing people. The location phase is
critical: a well-functioning system should be able
to accurately locate as many trapped people

as possible, as quickly as possible, without
compromising quality.

Key technologies

Al and GIS are used to process relevant data
such as satellite imagery or social media posts to
identify people in critical need. Communications
networks are analysed and cross-referenced with
situational reports to locate people. Search and
rescue drones can be used to fly over affected
areas. Drones are already widely used and are
particularly helpful because of their ability to use
thermal imaging to locate people in conditions
such as darkness, thick vegetation, fog and smoke.
Such systems can inform rescue teams in real
time, reducing response times and increasing the
number of people located.

A more experimental branch of technology is the
use of autonomous search robots designed to
locate and rescue people who have been trapped
or injured. These could be used for a faster
response in situations that are too risky for human
intervention, such as nuclear catastrophes, fires,
explosions or unstable infrastructure. However,
search robots are still at the prototype stage. They
are still not good at interacting and collaborating
with humans and require extensive testing to
ensure human safety (European Commission,
2019).

CASE STUDY

SARDO: Drones to locate victims

SARDO is a new prototype that helps locate sparsely distributed victims in remote or hard-to-reach
areas. SARDO uses a combination of drone technology, ML and communication networks to take
advantage of the relatively high penetration of mobile phones in today’s societies. It seeks to solve the
problem of cell phone outages during disasters due to the destruction of cell towers and disruption

of networks. SARDO drones fly over the affected areas and act as cellular base stations, enabling the
tracking and location of disaster victims’ cell phones, making it easier and faster to locate people in
need (Albanese, Sciancalepore and Costa-Perez, 2021).
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1.2.5. Damage and loss assessment

Background

Damage, loss and needs assessments are

critical components of disaster response and
recovery. Needs assessments provide a general
understanding of community requirements,

while post-disaster needs assessments focus

on specific, immediate needs arising from the
disaster’s impact, guiding emergency response and
recovery efforts. Post-disaster needs assessments
estimate the damage caused by the disaster and
its impact on people, socioeconomic variables

and physical assets. Specific damage and loss
assessment methodologies were created by the
UN in 1972 (Municipality of Beirut and UN-Habitat,
2020), but with the emergence of Al, these have
entered a new era.

Understanding the damage and impact of a
disaster is critical to formulating appropriate
responses, allocating resources and planning

for recovery and reconstruction. Getting reliable
information in real time is key, especially in the
aftermath of a disaster. During the first few hours
of the response, it is essential to understand

who is in critical need and which areas are most
affected.

Key technologies

ML algorithms are often used to identify relevant
data sources, such as by collecting images

of damaged infrastructure from social media.
Automated data pipelines can be used to geotag
and locate unidentified images and continuously
clean, standardize and update incoming data.

While ML is paving the way for rapid data
processing and analysis, other technologies
such as drones, GIS and remote sensing are also
involved in the data-collection and monitoring
steps. Drones can be used to access remote
areas and obtain real-time footage, while GIS and
remote sensing can provide detailed pictures of
the situation.

CASE STUDY

2020 Beirut explosions

In the aftermath of the explosions at the Beirut docks in 2020, several agencies worked on rapid
damage and loss assessment, including UN-Habitat, MapAction, UN Disaster Assessment and
Coordination (UNDAC) and UK SarAid. Through remote observation and blast radius damage
estimates, they analysed and mapped the impact on infrastructure and people and assessed
socioeconomic vulnerability and areas in urgent need of assistance. This approach enabled them to
evaluate the initial damage and assess losses rapidly, while providing detailed information on damaged
buildings, internal structural damage and people in need (Municipality of Beirut and UN-Habitat, 2020).
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1.2.6 Disaster relief logistic/resource allocation

Background

Disaster relief logistics and resource allocation are
the processes of managing the acquisition, storage
and distribution of resources as well as their
intermediate and final transportation. Resources
are usually physical goods and materials but may
also be monetary. Timely and efficient resource
allocation and logistic procedures are critical to the
response and recovery phases.

During a disaster, resources are often scarce and
even when they are available, getting them to the
people who need them most is complicated. Relief
logistics and allocation must address questions
such as:

* Who is in most need of resources?

* What resources are needed?

* How will resources be delivered?

* How can resources be allocated most efficiently?

* How will resources be transported to their
destination in a safe and timely manner?

Key technologies

Technology can provide the answers to many of
these questions. 3D printing is being used to create
unigue components for machines, ensuring the
functionality of critical systems during a disaster.
Blockchain and communication networks are being
used to manage cash transfers and other kinds

of resource allocation, ensuring secure, fair and
transparent distribution. The use of communication
networks to distribute cash payments to phones

or order supplies online proved particularly helpful
during the Covid-19 pandemic (Stablein, 2020).
Drones can be used to transport essential goods
such as vaccinations or medical supplies to those in
remote areas.

CASE STUDY

Field Ready

Field Ready was founded in 2014 with the goal of improving the way international aid is delivered. Field
Ready has worked in Nepal, Syria, Iraq and the Pacific Islands, among other locations, providing unique
3D printing solutions to manufacture, repair and design components in challenging environments.
Through training, the knowledge was transferred to local communities to further build resilience

without dependency.
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1.2.7 Emergency communication

Background

Emergency communications provide and deliver
critical information to the public. There are many
technologies designed to collect and gather
actionable information, but the applications

of these can fail if the information does not

reach people in need. Informing people about
disasters and the associated impacts, risks and
recommendations are critical components of any
disaster management cycle. However, the type
and nature of communications can vary drastically
depending on the disaster, the resources available
and the number and characteristics of people
affected. In some situations, it may be advisable
to deliver information cautiously to avoid panic
and escalation, but sometimes the opposite may
be necessary when awareness needs to be raised
(Panagiotopoulos et al., 2016).

Time, accuracy and outreach are key factors in

the emergency communication process. The high
penetration of social media among the population
have led to platforms like Twitter and Facebook being
used for emergency communication. This can help
manage expectations about available resources
while providing information on disaster relief
activities. However, open communication channels
make it difficult to assess the number of people

reached, who they are and how they respond to the
information (Subba, 2016).

Key technologies

Chatbots provide a more controlled approach

to emergency communications. Powered by
recent advances in Al, particularly NLP, chatbots
can be a powerful tool for managing and
communicating with the public during disasters.
Typically, they use a combination of rule-based
and ML-driven functionalities (Kosugi and Uchida,
2019). Chatbots can be used as intermediaries

in emergency communication, for example, by
processing medical requests and forwarding them
to medical professionals (Ni et al., 2017). However,
the language used by the affected community may
constitute a limitation: English is well-established,
but well-trained models may not be available for
languages with fewer speakers.

These technologies depend on functioning
communications networks. Emergency
communications can also benefit from solutions
that can adapt to the ever-changing conditions of a
disaster situation and keep communications stable
and operational. Integrating CPS into existing
systems can help provide stable information and
communications technology (ICT) services during
disasters (Nishiyama, Suto and Kuribayashi, 2017).

CASE STUDY

Covid-19 chatbots: WHO health alerts

During the Covid-19 pandemic, WHO launched a chatbot on several services such as Facebook and
WhatsApp that aimed to provide accurate information from a credible organization to reduce fear,
uncertainty and misinformation (Sharma et al., 2017; WHO, 2020). Users could ask the chatbot about
symptoms, statistics, current developments and response measures. Sharing high-quality information
like this can lead to behavioural changes in the population (e.g., increased handwashing and social
distancing), thus positively influencing the outcome of a pandemic or disease outbreak.
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1.2.8 Situational awareness/actionable information gathering

Background

Situational awareness aims to provide the
information needed to accurately assess a given
situation or environment. It is an essential pillar

of all disaster management cycles, supporting
preparedness, response, recovery and resilience.
The key dimensions of situational awareness are
timeliness, coverage and relevance: an application
designed to improve situational awareness should
be able to process real-time information, ensure
broad coverage of the event and provide actionable
insights. These insights can be useful in all phases
of disaster management.

Common tools for establishing situational
awareness are dashboards and crisis maps

which are used to display, visualize, aggregate

and explain data that has been processed or
transformed. Examples include the maps that
tracked Covid-19 outbreaks . Data collection is thus
critical for situational awareness. It must meet the
requirements mentioned above:

* Timeliness — information should be provided in
real time and update continuously.

* Coverage — it should include the whole scope of
the disaster.

* Relevance — it should be directly relevant to the
disaster event.

Key technologies

Al can be used to identify relevant events from social
media, GIS, remote sensing and other related data
sources. Crowdsourcing initiatives, mobile phones
or drone footage are used to obtain on-the-ground
information from hard-to-reach areas.

As the successful application of situational
awareness supports real-time decision-making, the
information collected needs to be processed and
analysed quickly and accurately. Automated analysis
pipelines that can quickly find, process and visualize
relevant information are complex to build, but
provide invaluable support for appropriate disaster
response.

Such dashboards and situational awareness studies
can monitor the evolution of a disaster management
cycle, while keeping track of key variables that can
mitigate subsequent disasters.

CASE STUDY

Actionable information gathering

Utilizing real-time mobile (big) data for emergency disaster response

In response to Tiirkiye's vulnerability to earthquakes, mobile operator Turkcell provides a real-time
analytical tool called Galata to mitigate the impacts of earthquakes and help make informed decisions
in real time. Galata processes over 100 billion events every day to quantify the number of people

affected by a disaster across Tiirkiye (GSMA, 2020).
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CASE STUDY

Situational awareness

KAP Covid — infodemic management

KAP Covid was created by the Johns Hopkins Center for Communication Programs in collaboration
with WHO, Facebook, GOARN and MIT to address the problem of “infodemics” — an overabundance
of information, including false information, that makes it hard for people to make informed decisions.
This became prevalent during Covid-19, when the Internet provided limitless access to unverified
information on the pandemic. The dashboard presented survey data from 1.5 million people in 67
countries, providing insights into attitudes and knowledge on Covid-19. This proved essential for
policymakers and public health officials during the health crisis, helping to mitigate the impact of an

infodemic.

1.3 CHALLENGES WITH IMPLEMENTATION

Challenges can arise from the implementation of
technologies and their specific use cases. Each
use case has its own issues and limitations.
Below we aim to identify and summarize the key
considerations:

e technical limitations
* data requirements
* data ownership and integrity

e practical considerations

1.3.1 Technical limitations

Technical limitations are often the reason why
technologies cannot be successfully employed.
These can be subdivided into a lack of technical
knowledge, a lack of technical infrastructure which
can prevent the use of a technology, and a lack of
technical resources, which usually comes from
financial constraints.

Technical knowledge and skills can range from
simple activities such as operating drones to
implementing highly complex systems such as
blockchains, CPS or ML. There are typically two
approaches to addressing a lack of technical
skills. The quickest and easiest option is to hire

a third party. However, this can be costly, less
sustainable for long-term goals and does not
improve local ownership of projects and disaster
management. The second option is to train local
or in-house staff. Although this option is more
time-consuming, it is more sustainable in terms
of long-term impact and benefits, as projects can
be better tailored to people’s needs, while creating
employment opportunities for the community.

Time is often a constraint on creating technical
infrastructure, as development is a trial-and-error
process. Initial research is often conducted

in isolated, controlled environments and is


https://ccp.jhu.edu/kap-covid/
https://www.who.int/health-topics/infodemic#tab=tab_1
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not transferred to the field, such that very few
prototypes making it into production. A lack

of technical infrastructure often hinders the
successful deployment of applications in lesser
developed countries and remote areas. Many
applications require electricity, a stable Internet
connection or access to mobile networks to work.
The creation of a technology-enabling environment
is therefore a critical prerequisite for the use of
digital solutions in the disaster management cycle.

Once a technology or project has been developed
for implementation, there may still be an
information gap between disaster management
researchers, policymakers and practitioners
without proper coordination. While the developers
of Al technologies will have technical knowledge,
they may lack expertise in ethical application,
which is where disaster management policymakers
and practitioners can be helpful (Bora and Timis,
2021).

1.3.2 Data requirements

A key variable between the different use cases
and technologies is data. Data is a critical enabler
that determines the level of success. The key
dimensions to consider in relation to data are
access, quality, timeliness and relevance.

Data must first be identified and obtained, which
can be challenging in humanitarian settings.
Collecting real-time, up-to-date data while ensuring
quality control requires a high level of automation,
technical facilities and expertise as well as
undamaged infrastructure. This translates into an
overwhelming processing burden as the amount of
data generated during a disaster cycle increases.

Secondly, data is valuable, so accessing and
storing high-quality, relevant data properly often

comes at a cost. This can be problematic for
smaller companies and organizations with limited
resources. Typically, highly specialized private
companies collect and sell data, so partnering with
the private sector could be beneficial.

Ensuring the quality of data is the next challenge
when it is used for real-time decision-making.
Quality comprises of completeness, accuracy,
consistency, uniqueness and timeliness (Pipino,
Lee and Wang, 2022). Data quality requirements
should be determined and agreed on by both
policymakers and technical experts. Data
management should be continuously monitored so
that potential gaps are discovered and eradicated
early as to not poorly affect decision-making.

1.3.3 Data responsibility and integrity

Another important issue is the responsible use
and collection of data, including privacy and
integrity concerns, as these can have a direct
impact on the lives of vulnerable groups. As a
matter of principle, needs and prospects of said
groups must be carefully assessed before data is
collected and used. Practitioners need to identify
potential risks and damage and identify and be
aware of the legal and ethical frameworks that
apply to their proposed use (Raymond et al., 2018).

The private sector must also adhere to these
principles rigorously, particularly in public-private

partnerships.

The following points provide a comprehensive
framework for responsible data use in crisis
management and address the complexities and
challenges associated with data privacy, ethics and
integrity:
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* Informed consent and transparency: Responsible
use of data includes obtaining informed consent
from individuals whose data is collected.
Transparency in how data is used, shared
and protected is critical to building trust and
maintaining ethical practices.

Data minimization: Practitioners should take a
data minimization approach, collecting only the
information necessary to achieve specific crisis
management objectives. This reduces the risk of
data exposure and potential misuse.

Anonymization and de-identification:
Anonymizing or de-identifying data can help
protect an individual’s privacy while still allowing
valuable insights to be gleaned from the
information. This approach balances data utility
with privacy preservation.

Data security: Robust data security measures
are essential to prevent unauthorized access,
breaches and the potential exploitation of
sensitive information. Encryption, access
controls and secure storage protocols are critical
components of this.

Accountability and governance: Clear lines of
accountability should be established to ensure
that data use adheres to ethical and legal
standards. Implementing appropriate governance
frameworks helps maintain transparency and
mitigate risk.

Cultural sensitivity: Crisis management
often involves diverse communities with
unique cultural considerations. Practitioners
must respect cultural norms and values
when gathering and distributing information
to avoid potential misinterpretation or
miscommunication.

Equity and inclusivity: Efforts to collect and
share data should prioritize equity and inclusion.
For crisis response to be effective, it is vital

that information reaches all segments of the

population, regardless of socioeconomic status
or access to technology.

Data sharing protocols: Collaboration among
multiple stakeholders - including government
agencies, NGOs and the private sector
entities — requires well-defined data sharing
protocols. These should address issues such
as data ownership, the sharing frequency and
mechanisms for secure data exchange.

Capacity-building: Building the capacity of
organizations and individuals involved in crisis
management to handle data responsibly is
essential. Training and education programmes
can help practitioners understand the ethical,
legal and technical aspects of data use.

Continuous evaluation and improvement: The
responsible use of data in crisis management

is an ongoing process. Regular evaluation,
feedback loops and continuous improvement
efforts are essential if stakeholders are to adapt
to evolving challenges and ensure ethical data
practices.

User empowerment: Individuals can gain control
over their own data through mechanisms like
data access requests, which allow them to
review and modify their data as needed.

International cooperation: Data privacy and
ethical concerns transcend geographic
boundaries. Collaborative efforts at the
international level can establish harmonized
standards and best practices for the responsible
use of data in crisis management.
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1.3.4 Practical considerations

Despite the many technological advances and
opportunities promised by new technologies and
research, it is important to consider the trade-off
between high-tech and low-cost solutions. This
depends on external factors such as the availability
and accessibility of the technology, the resources
available, the specific socioeconomic environment
and the practicality of the application.

High-tech equipment can be damaged by natural
disasters or stolen by individuals. If this occurs in
remote areas, which is often more likely in disaster
management, there is a greater risk that it will

not be repaired or replaced. High-tech solutions
also often come with higher inherent complexity,

greater dependency on other technologies, and
maintenance costs that may not outweigh the
increase in performance over comparable low-tech
solutions.

A good example of high-tech versus low-tech
solutions can be seen in the use of Al (NLP) during
the Covid-19 pandemic to automatically translate
information that was otherwise only available in
English into other languages used by vulnerable
populations. This solution was fast, simple and
did not require any new development. In this

case, a simpler solution was more effective than
experimenting with cutting-edge technologies.




CHAPTER 2

RISKS AND VULNERABLE
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As the use of technology increases, it is important to be aware of the potential challenges

and risks this use may bring.

2.1 DIGITAL DIVIDE

The OECD defines the digital divide as “...the gap
between individuals, households, businesses and
geographic areas at different socioeconomic levels
concerning both their opportunities to access ICTs
and to their use of the Internet for a wide variety

of activities” (OECD, 2001). Digital technologies
and access to the Internet helped many countries
and individuals avoid total economic collapse
during the Covid-19 pandemic. While more
digitized countries and companies were able to
accommodate remote work, people without access
to these solutions often worked reduced hours,
lost their jobs or could not use essential services.

In developing countries, the digital divide is much
less pronounced, but there is often an overall divide
between rural and urban areas. Sometimes there

is no Internet coverage because the necessary
infrastructure is not yet in place or access remains
unaffordable for some of the population (ITU,
2019; ITU, n.d.). Other components of the digital
divide include a lack of digital literacy and limited
access to electricity and financial resources to
bridge the gap. As developing countries experience
more disasters, using digital solutions in disaster
management can disproportionately affect those
with fewer resources, further emphasizing the
importance of bridging the digital divide through
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investment and training. This is especially true if
scalability and accessibility are desired for equal
application across the globe.

Another concern is biased decision-making. Data
comes from sources (or users) with access to the
platforms through which this data is collected. For
example, social media data may overrepresent
younger, English-speaking segments of a
population with access to mobile data due to their
urban location. Surveys may be disproportionately
answered by male household members,
introducing a gender bias. Basing decisions on

incomplete data runs the risk of neglecting the
needs of certain groups.

There are also risks relating to the protection and
privacy of the data collected. Drones, loT and
crowdsourcing all collect data from individuals and
communities who may not have given permission
for their data to be collected or been informed of
how their data will be used. While ensuring that any
data collected is kept confidential is one solution
to this problem, it is difficult to guarantee when
these technologies are at risk of being hacked.

2.2 GOVERNMENT REGULATIONS

Governments may decide to restrict the technology
that can be imported or used in the country, which
can slow response times or impede access if an
organization is denied a permit. This is typical

of the use of drones. Alternatively, governments
may heavily regulate the type of data that can be
collected by the private sector, as is sometimes
seen with remote sensing technology.

2.3 BIASED Al

As with all automated technologies, a
programmer’s bias can become part of the system.
This bias is a particular concern for Al." If an ML
algorithm is taught through inherently biased
examples, the machine will learn to replicate and
internalize such biases in its decision-making.

For example, an ML model trained to recognize
“happy people” from images of Caucasian people
smiling may associate “happy people” with both
smiling and skin colour. The same is true for text,
where the word “man” is more likely than the word
“woman” to be associated with “boss” (Sharkey,
2019). While these Al failures are undesirable

and must be overcome, the real consequences

become deadly when evaluating examples such as
automated weapons systems.

Another kind of bias in Al is spatial bias. A

model trained on location-specific data may fail
when applied to a different spatial environment
(GFDRR, 2018). Similarly, there is bias over time
as societal norms and values change, rendering
an ML model discriminatory. This becomes
problematic when (training) data preserves
outdated norms, such as gender-biased language,
but may also simply relate to information that

has changed over time - the location of certain
businesses or facilities, the name of a hospital or
the laws of a country. Al models should be flexible

1. A well-curated reading list on biases in artificial intelligence is included in Malliaraki (2019).
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enough to adapt to changes, which requires
continuous model retraining. In a humanitarian
setting, where lives are at stake, discrimination
against vulnerable groups or incorrect results from
ML models influencing DRM decisions can have
dire consequences.

Another challenge is that it is not possible to
explain or understand what drives a model’s
decisions. Without knowing, we cannot be sure
that the rules the model has learned are just and
fair or based on discriminatory factors. This lack

of knowledge makes it difficult to evaluate and
adjust models accordingly, contributing to mistrust
and suspicion of new technologies and their
capabilities (Diakopoulos, 2014).

Biased Al is caused either by design flaws,
inadequate data, lack of expertise or the simple
profit motive that hinders quality. Whether
intentional or not, these flaws can potentially affect
people’s lives. It is thus good practice to have an
internal or external expert for monitoring purposes
such as background research and quality checks.

2.4 GENDER DIMENSION

Gender dynamics significantly influence ethical
considerations in data collection and crisis
management. Women'’s potentially limited
access (or lack of access) to technology
exacerbates these concerns, resulting in a
gendered digital divide. This divide results

from various factors, including socioeconomic
disparities, cultural norms and unequal access
to education and resources. As a result, women
may be disproportionately underrepresented in
digital spaces, depriving them of the benefits of
technology-enabled information-sharing.

The implications of this digital divide are
far-reaching. In crisis management scenarios,
less connectivity among women means that
the information circulating through technology
platforms is predominantly representative

of men'’s perspectives and experiences. This
skewed representation can lead to a lack of
gender-responsive information and resources,
leaving women'’s specific needs, challenges and
vulnerabilities unaddressed.

Furthermore, bias in data representation extends
into the realm of Al. Al models are trained on
existing data, and if that data primarily reflects
male voices and viewpoints, Al algorithms may
inadvertently perpetuate gender bias. For example,

Al-driven decision-making processes may be
skewed towards male perspectives, resulting
in recommendations and actions that do not
adequately address women’s concerns and
experiences.

Addressing the gender digital divide and its impact
requires a multifaceted approach. This includes
efforts to close the technology access gap and
ensure that women have equal opportunities to
benefit from digital platforms. It also includes
actively seeking out and amplifying women'’s
voices and experiences when sharing information
during crises. In addition, data collection strategies
must include gender-disaggregated data to

ensure that Al models are trained on a more
representative and inclusive data set.

Ultimately, recognizing the intersectionality of
gender and technology in crisis management

is essential to developing ethical and equitable
data practices. By acknowledging and actively
addressing these differences, practitioners can
work towards a more inclusive and balanced
approach to information-sharing that takes into
account the diverse needs and perspectives of all
individuals, regardless of gender.
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2.5 ADDRESSING THE CHALLENGES

Addressing the challenges and gaps outlined
above is possible. While it will take more than the
efforts of the private sector to close the digital
divide, such efforts can help prevent it from getting
worse. For example, by working hand-in-hand with
its Member Networks, CBi can begin implementing
these technologies in disaster management for
the benefit of some of the world’s most vulnerable
populations through a bottom-up approach. Doing
so would prevent the digital divide from widening
by giving power directly to these communities
rather than relying on external funding and waiting

for a trickle-down effect from richer countries.

Additionally, there are pre-emptive arrangements
that allow for relevant data and technologies to
be used in emergency situations to address the
issue of strict government regulations on outside
technologies.

Hiring a diverse team of trainers can help mitigate
biased Al, as this ultimately originates in people’s
biases. By hiring people who are aware of existing
biases, the data points used to train the ML can be
controlled. This does not prevent bias altogether,
SO reprogramming may sometimes be necessary
to control bias, which is possible because Al
algorithms can be reviewed to find the problem
and fix it.




CHAPTER 3

MAPPING TECHNOLOGIES
TO PRIVATE SECTOR
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Harnessing technology for disaster management requires a multi-stakeholder approach.

While the public sector can provide general guidance and funding, and academia can

support this process through research and knowledge, the role of the private sector

needs to be better understood.

First, we need to acknowledge that the private
sector is the primary driver of the global digital
revolution. Most innovations and solutions are
developed by private companies, and with the
growing trend of large multinational companies
having their own research and development
departments, the private sector is also disrupting
academia and the way ideas are created and
exploited. The greatest resource the private
sector can offer is thus existing knowledge. A
recent case study by the ITU showed that in two
out of three cases of hardware solutions for
disaster management, the private sector was

the implementer while the government acted

as a funding source (Minges, 2019). However,
knowledge levels vary widely across regions and
countries. Most solutions are still developed and
maintained by companies based in developed
countries, with only a fraction coming from
developing and least developed countries. This
and other problems relating to incentivizing and
engaging the public sector are outlined below,
followed by information on how to address them
and what the private sector can contribute to
disaster management.
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3.1 THE ROLE OF THE PRIVATE SECTOR IN HARNESSING
TECHNOLOGIES FOR DISASTER MANAGEMENT

In some ways, the private sector risks hindering
efforts to adapt technology to disaster
management cycles. A study by the Center for
Global Development found that rich countries
actively hinder the spread of technology across
borders (Park and Ké&ppeli, 2017). Disasters
discriminate against less developed countries.
Engaging multinational corporations in private
sector networks can help bridge this gap. Waiving
intellectual property rights may be another tool for
achieving this, albeit a more controversial one.

The private sector must be encouraged to
promote and support technology-based disaster
management. In particular, business depends on
a healthy and reliable socioeconomic environment
that supports the business-as-usual framework
that disasters threaten. However, the private sector
has indirect positive effects through partnerships
to adopt technologies for preparedness, response,
recovery and resilience. In this way, employees’
skills increase, as does the company’s overall
competitiveness and market value, along with

its potential to advance in other fields. This is
particularly the case for micro, small and medium-
sized enterprises (MSMEs), which can more easily
absorb new technologies.

When adopting digital solutions, technological
readiness must not be overlooked. There are
several dimensions to readiness: the adopting
entity should have the knowledge and skills

to maintain the technology and understand

its mechanisms, limitations and implications.
Adopting new technologies also involves a
financial commitment. Staff need to be trained on

an ongoing basis, and investments in hardware and

software are required, highlighting the importance
of adequate funding and the development of
long-term partnerships between the public sector,
private sector and academia.

In addition, private sector challenges related to
digital maturity, long-term plans and available
resources require a thorough assessment.
Although methodologies to assess the digital
maturity of public sector disaster management
exist, the private sector lacks guidance and
models. The development of standardized
frameworks would be a helpful foundation for

the successful and sustainable digitization of
private sector networks and disaster management
practices. Therefore, it is necessary to understand
what environments enable and incentivize private
sector networks to contribute to digital solutions
for disaster management - for example, financial
security through funding opportunities from
governments and public agencies to continue
projects.

Private sector involvement has the power to
increase local ownership of digital solutions for
disaster management. Harnessing local knowledge
can reduce the digital divide between countries
while improving local preparedness and crisis
response. The private sector also has the potential
to reach a wider audience than governments to
showcase and teach best practices in disaster
management, especially since some people

trust businesses more than the government (Dill
and Wilberding, 2021). In addition to knowledge,
technical expertise and data, the private sector
has access to infrastructure and partnerships

that can be critical. A good example is access

to telecommunications channels that support
disaster preparedness, response, recovery and
resilience.
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3.2 MAPPING

CBi can reach 789,000 local businesses through
its local Member Networks. CBi Member Networks
represent both large corporations and MSMEs.
After working on disaster preparedness and
resilience, these networks have responded to

132 crises, reached 23 million people and raised
USS$84 million. These statistics are evidence of

an active network that is ready and able to benefit
from appropriate technological integration for their

individual countries and common disasters. The
purpose of this section is to provide an overview
of common problems, describe how they can be
overcome and make practical recommendations.
This chapter will first outline our workflow for
mapping technologies to the CBi private sector
networks and conclude with some general
recommendations from the authors and the CBi
Network Coordinator and guidelines.

3.2.1 Network assessments

Mapping technologies and their prospective

use cases to existing private sector networks
requires a multi-step approach. It is necessary to
understand country and regional differences, look
at specific, prevalent disasters, and attain a good
overview of the different levels of readiness and
pre-existing resources/knowledge at the private
sector members’ disposal. Most importantly, it is
necessary to be practical and focus on people’s
needs and immediate assistance. Therefore, the
first step in implementing the most appropriate
technologies is to assess the digital maturity,
readiness, available resources and partnerships of
the implementing or adopting party. Below is an
example of a list of typical questions for the initial
assessment:

* What is the population’s level of access to the
Internet and electricity?

* How many people have mobile phones and how
actively are they used?

* Has disaster-related data already been collected
and is it currently available?

* |s there historical data?

* |s there an existing data-collection mechanism
for during and after disasters?

* How is the data stored?

* |s the data tagged with socioeconomic indicators
and geolocated? If not, what is missing?

* What is the level of technical knowledge of the
implementation or adaptation entity?

* Are there existing partnerships between
academic establishments, the private sector and
the public sector that can be leveraged?

* Are there existing digital solutions and working
practices that can be improved before a new
approach is adopted?

Risks are typically natural hazards (e.g., tropical
storms and earthquakes), but epidemics/
pandemics are also a common risk. The following
list contains additional questions that provide an
understanding of the most significant risks and
disasters for each network and country:

* What are the most prevalent disasters?


https://www.connectingbusiness.org/about

64 *

-"

Mapping technologies to private sector networks

* What are the main problems caused by these
disasters, and which are the most challenging for
the specific networks and countries to address?

e Which (vulnerable) groups are affected by the
disasters and exposed to the associated risks?

* Which cycle in the disaster management process
is most in need of support?

The information available will vary considerably
from network to network, country to country
and region to region. Therefore, in some cases,

only reasonable estimates can be made. Below

is an example of a network assessment using
standardized rankings from two reports: the Global
Digital Readiness Index (Cisco Public, 2020) and
the UNCTAD Country Digital Readiness Ranking
(UNCTAD, 2021). The Global Digital Readiness
Index is used to assess the digital maturity of each
network, represented by technology infrastructure
(T1) and technology adoption (TA). The UNCTAD
rankings go from high to upper middle, lower
middle and low based on ICT deployment,
readiness and development activities, industry
activity and access to finance.

Example Network Assessment: The Philippines

Relevant hazards: Typhoons, earthquake, volcanic
eruption, floods

Digital maturity: High: The Philippines IT sector
has demonstrated a strong capacity to develop
and adopt digital solutions. The Philippine Disaster
Resilience Foundation (PDRF), a CBi Member
Network, is one of the most technologically

advanced: the PDRF has established the GIS-
based HANDA platform for disaster management
information. TA: 0.74, Tl: 1.02, UNCTAD: upper
middle.

Relevant technologies: Al/Machine Learning, GIS,
Crowdsourcing, loT, Blockchain

CASE STUDY

HANDA - The Disaster Information Management (DIM) System

The Philippine Disaster Resilience Foundation (PDRF) is the coordinator of private sector efforts in
disaster risk reduction and management in the Philippines and is a CBi Member Network.

During disaster response, the PDRF Emergency Operations Center coordinates the efforts of member
companies and ensures that the needs of vulnerable populations are addressed. PDRF-HANDA
serves as a unified platform that eliminates the waiting time and provides focused efforts that enable
member companies to assess and reduce their risk prior to potential disasters. The platform also
allows these companies to plan relief and rehabilitation efforts that complement business continuity
plans and programs. This system integrates all reliable, accurate, and timely information on disaster
management. The DIM System employs the customized ArcGIS Online platform from ESRI called
HANDA or Hazard and Disaster Analysis for Business Resilience.

For more information, please visit: https:/www.pdrf.org/emergency-operations-center/functions/
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A screenshot example of the HANDA disaster management information system dashboard details the
impact of Super Typhoon Rolly (Goni) and Typhoon Ulysses (Vamco). Photo credit / PDRF

Example Network Assessment: Mexico

Relevant hazards: Earthquake, Wildfire, Flood, IT platform set up by a private trust to track

Landslide, Hurricanes the progress and real impact of reconstruction
programmes on beneficiaries. TA: 1.01, Tl: 0.99,

Digital maturity: Medium: Mexico is experiencing UNCTAD: upper middle.

rapid growth in mobile and Internet connectivity

across the whole country, with access expected Relevant technologies: Al/Machine Learning,

to reach 94 per cent of Mexicans by 2024 (OECD, Cloud storage, crowdsourcing

n.d.). In 2018, the country gained access to an

CASE STUDY

Mexican businesses launch collaborative platform to improve disaster risk reduction

A coalition of Mexican businesses has launched a virtual platform to foster collaboration between the
private sector, the Government, the United Nations and humanitarian partners during emergencies.
The new platform, Unidos por Ellxs, will support private sector engagement in disaster risk reduction
in Mexico. The project, supported by CBi, is being implemented by the CBi Member Network in Mexico,
the National Center for Epidemiological Emergencies and Disasters (Centro Nacional de Apoyo para
Contingencias Epidemiologicas y Desastres, CENACED), in partnership with national authorities, the
United Nations Office for the Coordination of Humanitarian Affairs (OCHA) Regional Office for Latin
America and the Caribbean, the United Nations Development Programme (UNDP), the United Nations
Office for Disaster Risk Reduction (UNDRR) and humanitarian partners.

For more information, please visit: https:/www.connectingbusiness.org/news-events/news/mexican-
businesses-launch-collaborative-platform-improve-disaster-risk-reduction.
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Example Network Assessment: Vanuatu

Relevant hazards: Volcanic eruption, cyclones
Digital maturity: Medium:

The use of the Internet and technologies is not
widespread in Vanuatu, but the network has been
exposed to the use of technologies in its work
through partnerships. In response to Covid-19

and Tropical Cyclone Harold, the network has
implemented a blockchain-based cash transfer
programme. Vanuatu was not included in either of
the network assessment

Relevant technologies: Al/Machine Learning,
Remote Sensing, Drones, GIS

CASE STUDY

Case study: The unblocked cash experience in Vanuatu

VBRC is a CBi Member Network that works with businesses in Vanuatu on disaster preparedness,
response and recovery. In 2020-2021, VBRC supported businesses in the OXFAM UnBlocked Cash

humanitarian programme in Vanuatu.

One of the key benefits of the approach taken in this programme is that by engaging commercial
businesses in the response, VBRC has simultaneously supported the recovery of communities and
small businesses within them, strengthened value chains and provided more sustainable long-term
solutions. Ultimately, this builds resilience across the broader economy and community (Barnes, 2021).

- ’n - 'ﬁiﬁ‘\“‘ y

Mele Rara is an unblocked cash vendor in the rural village of Tasiriki where he runs a fish market. He has new
customers and has made increased profits which have helped him and his family in the wake of cyclone Harold.

Photo credit: Arlene Bax / Oxfam in Vanuatu.




Mapping technologies to private sector networks 67 %

-"
3.2.2 Recommendations
1. What 2. How 3. What we need for How
Identify the . What would satisfy Gap between How and r How to fill the gap? ‘
Need the need? existing resources/solution What do we need?
l Resource Allocation
T Partnerships
Assesment: not Data Collection
What do we have? satisfied | Funding ‘
5. Deployment l
satisfied '
Production < Evaluation <—— Solution Engineering
5. Continuous Assesment 4. Application
P
Based on the discussions so far, recommendations long-term public-private partnerships can help
have been made for the networks that address networks prepare for, develop and implement
the assessment of digital maturity and capacity- digital solutions. Finally, having these systems in
building, the use of digital technologies for the place before disasters strike should be a priority.
management of the most common natural hazards Dedicated technical groups should develop
and specific action points depending on the current solutions for such scenarios in advance, including
digital maturity and readiness of the networks. the recommendations already mentioned, such as
hosting webinars or training sessions.
First, each network should complete a
standardized Digital Network Assessment, a draft In some cases, it may be advantageous to build
of which is provided above. This assessment on existing technologies rather than start from
provides an in-depth understanding and scratch. In other cases with limited exposure to
comparison of each network’s digital maturity technologies, cloud computing and GIS can be
and readiness. This will help to determine easily applied to networks. The combination of
which technologies are more appropriate for crowdsourcing and cloud computing addresses the
implementation, depending on the context. Regular lack of availability of data to support immediate
capacity-building activities, such as training disaster response and post-disaster recovery.
sessions, help raise awareness and strengthen Similarly, GIS technologies provide general support
the understanding of the use of technologies to all disaster management by effectively analysing
in disasters. In addition to technology-specific and visualizing geospatial data.
training sessions, capacity-building activities
on humanitarian data collection and analysis The most common natural hazards among
standards are highly recommended. Additional CBi Member Networks are floods, wildfires,
activities such as data clinics and consultations droughts, landslides, earthquakes and cyclones.
with technical specialists would help CBi Member Summarizing previous discussions, the following
Networks address their current needs and recommendations apply to the use of technologies
develop their own digital solutions. In addition, for each of these hazards.
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Given the importance of geographic and
socioeconomic contexts for flood prediction,
thoroughly adapting predictive models through
partnerships and prototype solutions is
recommended to avoid replication. Although

more time-consuming, prototype implementation
is beneficial as it demonstrates the possibilities
and limitations and increases local data and
technology literacy and knowledge, creating a
much more sustainable approach. Activities

such as situational awareness training can
improve flood response through data dashboards
and coordinated activities. While wildfires and
landslides are difficult to predict, damage and loss
assessments and situational awareness can aid in
disaster response and recovery. Before disasters
strike, technologies such as loT, drones, remote
sensing, GIS and Al can benefit existing early
warning systems.

For droughts, technologies such as loT and GIS
can support early warning systems and improve
its accuracy. Collecting rainfall and temperature
data from multiple sources and digitally
processing it increases accuracy. If the country
has good communication network coverage,
distributing alerts via SMS or social media is highly
recommended to reach more people.

Earthquakes can cause intense infrastructure
damage and do not discriminate against
infrastructure that is critical to disaster response.
Technologies such as 3D printing can be used to
replace essential delivery and transportation parts.
Similarly, technologies such as drones can be used
to provide immediate relief when infrastructure

is too damaged to deliver aid by other means.
Blockchain and cloud computing can also facilitate
the effective and secure storage/transmission of
information in the event of major infrastructure
damage.

Al and ML can be used to predict cyclones.
Al-powered solutions calculate a cyclone’s path
and predict the potential losses based on the
population data, helping to minimize the impact
of the hazard. Crowdsourcing is also proving

useful in cyclone response, as it can quickly gather
information from multiple sources to depict the
level of response required.

For networks with limited exposure to digital
technologies and low levels of digital maturity,
GIS and Al/ML are recommended, because these
technologies do not require consistent Internet
connectivity or widespread, immediate access
to the population. Cloud computing may also be
a viable option for data storage and analytics,

as it does not require hardware and can be used
with limited Internet access. Overall, it would be
advisable for low-digital-maturity networks to
strengthen their technical capacities and explore
the options outlined above to move forward.

As most medium-digital-maturity networks are
located in countries with significant Internet

and mobile phone coverage, there is room for
experimentation. However, the first step is to
deepen expertise in existing technologies and
strengthen data collection practices. From this
foundation, it will be possible to build expertise
in technologies such as blockchain, chatbots and
NLP to accelerate data collection from social
media users.

Countries with a high level of digital maturity are
in a better position to focus on more advanced
technologies and practices. This does not mean
that networks should stop using crowdsourcing
and automation to further develop their capacity
and data collection. Instead, networks should
begin to customize technologies and solutions
specific to their needs and socioeconomic
contexts. In the future, there may be opportunities
for networks with a high level of digital maturity
to support their partners by sharing expertise,
thereby increasing local ownership of disaster
management processes and technologies
together.
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3.2.2.1 Prototype and ongoing projects

In 2020, CBi and UNDP’s IICPSD SDG Al Lab
partnered to conduct a landscape analysis and
map frontier technologies for use in disaster risk
management. The SDG Al Lab prototyped two
digital solutions for disaster risk management
using NLP and GIS technologies. The NLP
prototype aimed to support the CBi Secretariat’s
work by analysing the private sector's engagement
in disaster contexts. The project created a
scalable data pipeline to collect and analyse over
50,000 corporate social responsibility reports to
identify corporate activities related to disaster
management. The project and its decision-support
tool can help the CBi Secretariat and its networks
to map the wide range of activities in the disaster
management cycle and highlight new opportunities
that would otherwise go unseen.

On the other hand, the GIS prototype provided
support to the Philippines Member Network

by aggregating information on the exposure of
medium-sized enterprises to natural hazards. The
Philippines Member Network worked with the SDG
Al Lab to develop an online tool, the Private Sector
Risk Exposure Map. This was inspired by members’
good practices, like HazardHunter, developed

by the Philippine Institute of Volcanology and
Seismology (PHIVOLCS). HazardHunter is both an
online dashboard and a map; it contains natural
hazard data layers for the whole country from
various sources and exposure maps such as
schools or health centres.
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CONCLUSION AND OUTLOOK

The aim of this report was to present key
technologies for disaster management, illustrate
how they are most commonly used and outline
the main challenges and key considerations
associated with them. Particular emphasis has
been placed on the potential involvement of the
private sector, to provide a better understanding
of what is needed to engage the private sector in
technology-driven disaster management and how
technologies can be useful and promising.

The key takeaway from this report is that

modern disaster management requires modern
technologies and that its impact is enhanced when
combined with these. Since the introduction of
these technologies in disaster management, their
use, impact and importance for preparedness,
response, recovery and resilience has increased,
with promising results. However, as technology
becomes more mainstream in disaster
management, the digital divide must be addressed
simultaneously. The main challenges to bridging
the digital divide are limited/difficult access to
quality data and a lack of technical expertise
among practitioners. Yet technology in disaster
management can save lives and livelihoods. Given
the right incentives, the private sector has an
important role to play in bridging the technology
gap and participating in technology-enabled
disaster management. This brings its own
challenges for the private sector, as engaging in
technological disaster management in networks
with low digital maturity and low willingness to
integrate technologies into their practice can be a
barrier. However, it was concluded that there are
technologies that are applicable to all networks,
such as Al/ML.

Based on observations from the field and CBi
Member Networks, the following recommendations

were made to advance technology-driven

private sector disaster preparedness, response,
recovery and resilience. The first is to develop

a standardized digital maturity assessment
framework for the private sector in each context
to ensure that the digital maturity and readiness
of the private sector and its networks are
assessed as accurately as possible. Secondly, the
resources needed for a digital response must be
made available and accessible, possibly through
funding opportunities and partnerships between
the public, private and academic sectors. It will
then be important to address and improve the
technical knowledge, skills and digital literacy

of the personnel involved through training and
involvement in prototype projects to gain hands-on
experience. For all this to happen, the private
sector needs to be incentivized and motivated to
adopt new technologies in their working practices.
This can be done by providing training on the
importance of these technologies and addressing
financial risk by encouraging partnerships on this
front.

Overall, it is strongly recommended to encourage
the development of technological solutions for
disaster management, whether through training,
webinars or consultations. For best results, the
recommendation is to provide practical examples
to private sector networks and other practitioners
in the field. The aim is to integrate relevant projects
involving work with data and technology into the
current working practices of networks, private
sector members and the CBi. Further research

and incentivization can help community-based
private sector networks support their communities
effectively when disasters strike, helping people
globally.
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